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Preface

Preface

About this Guide

HQbird User Guide contains detailed description of functions and features of HQbird B advanced
Firebird distribution, including with configuration examples and best practices recommendations.

About IBSurgeon

IBSurgeon ( https://www.ib-aid.com ) was founded in 2002 with the idea to provide InterBase and
Firebird developers and administrator with services and tools focused on databases safety,
performance and availability. In Russia, IBSurgeon is mostly known as iBase.ru, famous by its
Russian InterBase and Firebird portal www.ibase.ru . IBSurgeon is a member of Firebird
Foundation and, as a member of Technical Task Group, has strong relationship with Firebird
Project, with direct representatives in Firebird-Admins and in Firebird Foundation Committee.
Today, IBSurgeon serves thousands of companies worldwide with emergency, optimization and
maintenance tools and various services. Our clients are medical institutions, financial
organizations and ISVs in Germany, Brazil, Russia and other countries, and all who have
applications based on Firebird and/or InterBase. The flagship project of IBSurgeon is HQbird, the
advanced distribution of FirebirdSQL for big databases with enterprise features.


https://www.ib-aid.com
http://www.ibase.ru
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Chapter 1. Overview of HQbird

1.1. What is HQbird

HQbird is an advanced distribution of Firebird for enterprises, with the following list of features:

¥ Native one-to-many replication (2.5, 3.0, 4.0)
! Replicates databases with 1500+ connections
I Asynchronous replication with 10 seconds delay
I Synchronous replication
! No triggers or other changes in schema required, DDL support, online re-initialization
¥ multi-thread backup, restore, and sweep;
¥ support for encryption;
¥ pool of execute on external connections;
¥ cached prepared statements;
¥ optimized configurations;
¥ backups automation, including cloud backups;
¥ database health monitoring;
¥ automatic performance and transactions reports;
¥ advanced transactions and queries monitoring (Trace, MON$ and FBScanner);
¥ database structure analysis;
¥ recovery toolset and database development GUI.

Also HQbird includes a performance self-test to measure Firebird performance on the specific
hardware and OS configuration.

HQBIrd contains 2 parts: Server and Admin. The Server part has versions for Windows and Linux,
and the administration part works on Windows only.

There are 3 editions of HQbird: Standard, Professional and Enterprise.

1.2. WhatOs new in HQbird 2022

HQbird 2022 is a major new release that adds support for Firebird 4 and adds a number of
significant features:

1. Performance improvements:

I Optimizer improvements for automatic recognition of implicit INNER join (transform LEFT
JOIN to INNER JOIN if queries are equivalent)

I Temporary blob caching to speed up blob operations up to 15% and prevent abnormal
database growth
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! blob_appendfunction for faster blob concatenation, blob operations up to 18x faster
! Multithreaded restore in Firebird 4 HQbird 2022
2. Streaming changes to the database:

I Each change (such as INSERT, UPDATE or DELETE) for each table can be sent outside the
database by a commit event

I Ability to send changes as JSON via RabbitMQ and similar software
3. A set of additional UDRs:

I Text recognition (OCR) inside the database in queries, stored procedures and triggers, with
support for dictionaries.

I UDR for working with JSON (construction and parsing)
I Split UDR to quickly split a string by delimiter
I UDR for working with external data sources via ODBC
4. The most complete performance monitoring, based on MON$ and trace data, makes it easy to

identify performance problems, from long transactions to slow or too frequent requests.

In addition, HQbird 2022 still offers advanced replication functionality, external connection
pooling, prepared statements pool, and other features necessary when working with large
databases under critical load.

1.3. Feature matrix

Below there is the feature matrix for HQbird editions.

Features Editions

Standard Professional Enterprise
Optimized configurations
Backups
Automatic Performance Reports
SQL queries tracking

Transactions tracking

X X X X X X

Database structure analysis

Performance self-test suite

X X X X X X X X

SQL development, design&debugging
Recovery

Replication and high availability

Pool of Execute On External statements

Cached prepared statements

X X X X X X X X X X X X X

Multi-thread backup, sweep, restore
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Enhanced authentication and security features X

It is possible to single out components in the HQbird modules that are responsible for certain

operations (such as backup, monitoring, database repair).

The table below shows how features are distributed among the HQbird modules:

Features

Backup
(automated
verified and
incremental
backup)

Optimized
Configurations
(balanced, read-
intensive and
write-intensive)

Performance Test
Suite (hardware
score)

Monitoring SQL
Queries (MONS,
TraceAPI and
FBScanner)

Health
Monitoring
(online validation,
database health
check, log
analysis)

Transaction
Tracking
(dynamic analysis
of transaction
markers)

Database
Structure
Analysis (table
and index sizes,
fragmentation,
versioning, etc.)

Modules

FBDataGuard

FBDataGuard, a
collection of
optimized
configurations

Performance Test
Suite

Performance
Monitor,
MONS$Logger,
FBScanner

FBDataGuard

FBDataGuard,
Transaction
Monitor,
MONS$Logger

Database Analyst

Description

FBDataGuard runs on the server side and performs all
kinds of backup

The optimized configuration file can be customized on the
basis of recommendations from FBDataGuard

The test measures the hardware performance

Three different monitoring methods are used in different
scenarios

Everything is carried out on the server. FBDataGuard
sends notifications by e-mail.

FBDataGuard tracks problems with transactions,
Transaction Monitor and MON$Logger show the dynamics
of changes and the current status of active transactions.

Database Analyst analyses the database structure in detail
and shows warnings and recommendations.



Features

SQL
Development &

Debugging (a GUI
tool for developing

databases and
queries)

Recovery
(database
recovery, backup
recovery, record
undeleting)

High Availability
(replication)

Performance
improvements
(pool of Execute
On External and
Cached
prepared)

Multi-thread
backup, sweep,
restore

Encryption
support

Enhanced
authentication
and security
features

Chapter 1. Overview of HQbird

Modules Description

SQL Studio SQL Studio is a powerful tool for developing and
debugging database objects and SQL queries.

FirstAID, FirstAID repairs databases when they get corrupted,
FBDataGuard, FBDataGuard stores important metadata thus increasing
IBBackupSurgeon, the chances of successful repairs, IBBackupSurgeon
IBUndelete exports data from corrupted backup copies. IBUndelete

can undo records deletion.

The HQbird Enterprise edition includes replication and high availability tools.

HQbird Enterprise includes performance improvements.

HQbird Enterprise

HQbird Enterprise

HQbird Enterprise

10
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HQbird contains 2 parts: Server and Admin. LetOs consider how to install them.

2.1. Installing HQbird Server on Windows

HQbird Server 2022 includes Firebird 2.5, 3.0 and 4.0 with replication, multi-thread support and
other enhancements as part of its installer, so Firebird must be installed as part of HQbird. It is
mandatory to install Firebird bundled with HQbird Server installer, if you plan to use replication (it
also requires HQbird Enterprise license, full or trial) and other enhancements.

Optionally you can choose HQbird Standard, which will not install Firebird, so you can use
previously installed Firebird B in this case, make sure that installed version is compatible (2.5.2,
255,256,25.7,25.8, 2.5.9, 3.0.%, 4.0.x).

Please note, that only Firebird 2.5, 3.0 and 4.0 are fully supported in HQbird, the old Firebird
versions are supported partially. We offer the comprehensive Firebird migration service with
guaranteed and fast result to migrate Firebird to the latest version.

2.1.1. Silent installation on Windows
The fastest way to install HQbird is to use the silent installation command.

In the example below we will install HQbird Enterprise with Firebird 4.0 into c:\HQbird ,
configuration will be  c:\HQbirdData\config , output in c:\HQbirdData\output .

HQBiIrdServer2022.exe IVERYSILENT /SP- /TYPE="hgbird40x64" /DIR="C:\HQbird2022"
/CONFIGDIR=C:\HQBirdData\config /OUTPUTDIR=C:\HQBirdData\output

The following parameters are mandatory to perform the silent installation:

¥ /VERYSILENT /SPoptions to perform the silent installation

¥ /TYPED what HQbird version should be installed. If you are doing silent upgrade, make sure the
version is the same as it was installed previously.

I "HQBIird25x64" - "HQbird Enterprise (with Firebird 2.5 x64)";
I "HQBIrd30x64" - "HQbird Enterprise (with Firebird 3.0 x64)";
I "HQBIrd40x64" - "HQbird Enterprise (with Firebird 4.0 x64)".

¥ /DIR - where to install HQBIrd. If you are doing silent upgrade, make sure the version is the
same as it was installed previously.

¥ /CONFIGDIR where to store configuration data for HQbird.

¥ /OUTPUTDHR where to store output data (default location for backups, performance reports, etc).
Optional parameters for the silent installation of HQbird:

¥ [fbport=3050 - port for Firebird to be installed with HQbird Enterprise

11
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¥ /LOG=C:temp\HQBIrdServerSetup.log- where to store installation log
¥ DataGuard parameters:
! IDGPORT=8082port for web interface of HQbird (FBDataGuard)
! IDGLOGIN=admihlogin for web interface of HQbird (FBDataGuard)
I IDGPASSWORD-=strong passvi@mhssword for web interface of HQbird (FBDataGuard)
¥ Automatic registration parameters:
I IREGEMAIlsuremail@company.coremail to perform the automatic registration of HQBIrd
I IREGPASS=yourpasswdddpassword from IBSurgeon Deploy Center account to register HQbird

! IREGTYPE=S|ER= Standard, Enterprise, Trial D license type, must be specified if you need to
register HQbird during the installation

¥ "ffline registration (incompatible with REG **)
I [/REGUIK=<uik filename>

I IREGUNLOCK=<unlock filename>

Must be set in pairs, both are required!
/REGUIK="z:\HQBIrd\test\uik" /REGUNLOCK="z:\HQBird\test\unl"

¥ Email alerts parameters:
I [JEAHOST=smtp.company.cenSMTP server for email alerts
I JEAPORT=25 SMTP port for email alerts
I JEALOGIN=suppor® SMTP login to send email alerts
I JEAPASSWORDHSMTP password to send email alerts
I [EATOsupport@email.to B where to send emalil alerts
I JEAFROMemeemaildg@company.cBnfrom address
! [/EAENABLED=trd2 enable or disable email alerts
| /EADEFALT=tru® send a copy of email alerts to IBSurgeon Control Center
¥ Built-in FTP server parameters:
! [FTPENABLED=trd2 enable or disable FTP server
I [FTPPORT=872FTP port
I /[FTPLOGIN=adminrZFTP login
! FTPPASSWORD=strong passweldPP password
Please note, that in a case of error, for example, if you are trying to run silent installation to install

HQbird to the location which is different from the current location, the error message window will
popup and installation will be canceled.

12
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2.2. Installing HQbird Server for Windows using the
installer

Download HQbird from  https://ib-aid.com/en/download-hqgbird

The distribution package of HQbird server is the same for the 32-bit and 64-bit versions of the
Firebird engine.

Make sure that HQbird installer is signed with valid IBSurgeon certificate (CiBase LLCE) and run it:

F = ™
CTepoiTe daiin - NpegynpexasHue CUCTEMbl Be30NacHOCTIA ﬁ
= = .
3anycmate 3ToT daéin?
Mma:  .rdServer20225etup 64 2622 33501 27169 1003.exe
@ WMsmatens:  jRase.qu
un

T

MpunoxeHne

W= Ch\Users\DeveloperDownloads\HQbirdServer2022...

JanycTiTe ] [ CmaeHa ]

Brerpa cnpawvBEaTs Npi 0TKPLITAW 3TOro ©aling

|--'“ Palinel 13 MHTepHETa MoryT BbITe NONE3HBI, HO STOT TMN Gaina
‘ﬂj MOKET MOBQEOMTE KOMMEOTED. 3aNyCKERTE TONLKO NporpamMmel,
= NOMyYeHHBIE OT ADBENASMOro WSAaTENA. FaKTopbl DHCKE

Figure 1. Installer is signed with IBSurgeon digital signature: iBase LLC

F - | B
SE'tUp . : — -

:I This will install Hbird Server Side 2022, Do you wish to continue?

LA || e

Figure 2. Confirmation to start the installation process

The HQbird Server Side installation wizard will be launched after that and it will take you through
several steps, such as agreeing to the license agreement and selecting the installation folder.

13
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-

i Setup - IBSurgeon HQbird Server Side 2022 = et S
License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

IBSURGEON HQBIRD STAMDARD -
IESURGEON HQBIRD PROFESSIOMAL [l
IBSURGEON HQBIRD ENTERPRISE e

LICEMSE STATEMENT
IMPORTAMT - READ CAREFULLY

MOTICE: THIS IBSURGEDON SOFTWARE PRODUCT (TOGETHER WITH ITS
ACCOMPANYIMNG

DOCUMENTATION, THE "PRODUCT ™) IS THE PROPERTY OF IBSURGEON
COMPANY

{("IBSURGEONT). THE PRODUCT IS MADE AVAILABLE TO ¥OU, THE ORIGIMAL
PURCHASER,

SIUBJECT TO THE FOLLOWING LICEMSE AGREEMENT ("LICEMSE AGREEMENT™ OR.

"AGREEMENT"). PLEASE READ THIS LICEMSE CAREFULLY BEFORE IMNSTALLIMG
QR

ISIMG THE PRODUCT. A COPY OF THIS LICEMSE IS AVAILAELE FOR YOUR -

i@ I accept the agreement

(711 do not accept the agreement

[ Mext J [ Cancel

L

Figure 3. Licence agreement

At first, the installer will ask you where to install HQbird:

14
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2 Setup - IBSurgeon HObird Server Side 2022 e

Where to install HQbird

Where should HQbird Server Side 2022 be installed?

[ F Setup will install HQbird Server Side 2022 into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse,

=2 \HObird] Browse...

At least 105,0 MB of free disk space is required.

Back ][ Mext ] [ Cancel

L=
Figure 4. Where to install HQbird

We recommend to use the default location  c:\HQbird , but you can use any suitable location.

After that, you should select folders for storing configuration files, backup copies of databases,
statistics and HQbird log files:

15
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r ™
%3 Setup - IBSurgeon HQbird Server Side 202248 N SIS B (ool PSR
Select locations
Paths for HQbird data
Path for configuration
C:\HQBirdData\confia Browse

[ Copy "config” path to “output®

Path to store database backups and statistics

C:\HQBirdData\output

Back ][ Mext ] [ Cancel

e

Figure 5. Select folders for HQbird configuration and log files

By default, the installation wizard offers to create folders for configuration and log files in
C:\HQbirdData .

Usually, we recommend selecting a disk with a large amount of free space for this
. purpose, but you can configure it later.

If configuration files already exist in the selected location, the installation wizard will display the
corresponding warning:

Setup *

Existing configuration found "Ch\HOBirdData\config”
Do you want to upgrade it?
Choose (Yes) to Upgrade, [Mo) to install fresh configuration
(with backup], or (Cancel) to choose another location,

Figure 6. Warning about existing configuration files

We recommend the automatic upgrade, so default answer should be Yes.

However, you can choose to create fresh configuration of HQbird, and click No D it this case the

16
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installer will warn you that existing configuration files will be moved:

Setup . l-'e"""-J

I.-”'-_"“- Existing files from configuration folder "CAHQEBirdDatah\config”
Y will be rermoved to

~ "C:\HQBirdData\config.backup.29.09.2019_13-13-42"7

Are you sure?

¥es | ’ Mo

., 1

Figure 7. Confirmation of backup

In case of choosing Cancel, you need to specify the different location for the configuration and

output/backup files.

After you confirm it, the folder with the existing configuration
installation will continue.

files will be renamed and the

After that, you will see the installation step where you can select components to be installed:

4 Setup - IBSurgeon HObird Server Side 2022 -

Select Components
Which components should be installed?

install. Click Mext when you are ready to continue.

Custom HQbird installation

Select the components you want to install; dear the components you do not want to

Pt

S

HGQbird Server Side
- =] Firebird engine
~() 2,5.9.27171 64 bit
~(C) 3.0.9.33556 64 bit
: [ ] UCR libraries
L. (@) 4.0.1.2720 54 bit
2L IDR: libraries
HQbird FEDataGuard for Windows v220123
- 1+ Manitaring for Firebird
5 Advanced Monitoring Viewer
Firebird configuration files
OLTP Benchmark
- t+| Client libraries
|:| FBScanner Service
- [] volume Shadow Copy Service

435,5MB
300,5MB
93,4 MB
171,3MB
77,5 MB
300,5MB

35,1 MB
52,0 MB
33,0 MB
0,1MB
5,5 MB
92,6 MB
0,1MB
0,1MB

Current selection requires at least 499, 3 MB of disk space.

Cancel

Figure 8. Select components from HQbird Server Side to be installed

We recommend that you install HQbird Enterprise, which contains all HQbird components and

17
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Firebird, to avoid further configuration. All HQbird modules are installed in the inactive mode and
do not affect the operation of the Firebird server until they are configured or used.

If you select to install HQbird Enterprise (i.e., with Firebird), it will install Firebird in the subfolder
of HQbird installation, by default C:\HQBiIrd\Firebird25 or C:\HQBird\Firebird30
C:\HQBiIrd\Firebird40 .

Then, you will be asked to specify the port for HQbird FBDataGuard (web interface to manage
HQbird):

2 Setup - IBSurgeon HObird Server Side 2022 — *

Select network port for Dataguard server
Spedfy port for web-console:

Please spedfy port for HQbird FEDataGuard web console
|s082 Check

Dataguard web login:

|admir1 |

Dataguard web password;

| e s i |

Please spedfy port for HQBird Advanced Manitaring Viewer
(8083 |F Check |

Back Mext Cancel

Figure 9. Specify port, login and password for HQbird FBDataGuard and HQBird Advanced Monitoring
Viewer

We recommend to keep 8082, but sometimes this port can be occupied, so you can change it.

Default password: strong password

18
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il Setup - IBSurgeon HQbird Server Side 2022 = -
— i _— i 1

Setup FTP server settings (optional)
Dataguard Internal FTP server settings (skip, to setup later)

Port:
5721

Add ftp user:
admin2

FTP access password:
I B B I

Enable internal FTP server

Back H Mext ] [ Cancel

e

Figure 10. Setup FTP Server settings

After that, the installer will ask about email settings to be used to send email alerts:
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2 Setup - IBSurgeon HObird Server Side 2022 |

Setup email alert settings (optional)

Dataguard email alert settings (skip, to setup later)

SMTP host: Port:
127.0.0.1 25
SMTF login:

support

SMTP password:

To addr:
support@email. to
From addr:

dg@host. from

[ Email alert enabled [] send alerts to HQbird Control Center

Back ][ Mext ] [ Cancel

=
Figure 11. Email alerts settings

| You can skip this step: all email alerts can be set later in web interface.

Then, the installation wizard will ask to specify the port for Firebird engine installed with HQbird:
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2 Setup - |BSurgeon HObird Server Side 2022 —

Firebird.conf options
Confirm network port and other parameters in firebird, conf

0.

Flease enter RemoteServicePort:
|3050] Check

Add MaxParallelWarkers parameter to enable multi-thread features

Figure 12. Specify port for Firebird server

By default, the port is 3050. If the port will be occupied by another running Firebird, the installation
wizard will warn you and make to choose another port. Or, you can stop and uninstall another
Firebird service.

The checkbox OAdd MaxParallelWorkers parameter to enable multi-threaded featuresO enables
multi-threading support for backup, restore and sweep. You can learn more in the OPerformance
enhancementsO chapter of the "Multi-thread sweep, backup, restore”  section.

Then, only if you are installing HQbird Standard (i.e., without bundled Firebird), the installation
wizard will ask you to specify the folder where Firebird is installed:
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w4 Setup - HOBird Server Side 2020 —

Select location of Firebird root folder
Path to Firebird server to intearate components

Please enter path to Firebird installation

irebird\Firebird-2, 5.9, 27139-0_x64 e Browse

Figure 13. Confirm the location of the current Firebird instance (for HQbirdStandard).

Attention!  During this step, the installation wizard checks the availability and compatibility of the
installed Firebird version with HQbird. If the specified folder does not contain a correctly installed
Firebird version, you will see the following warning:

Setup >

You have Firebird "2.5.3.267280" installed. It contains a serious

! bug which can cause hanging during Services APl calls
[CORE-4208, Windows only), You need to upgrade to
2.,5.5.26927 or later version [or revert to 2.5.2).

Figure 14. This warning from the installation wizard prompts you to select the correctFirebird folder.

You should use Firebird version 2.5.5 or higher for HQbird Standard to be installed (see How to
Update Firebird for Windows ), or choose HQbird Enterprise to install the newest Firebird.

Then, you can specify the folder name and location in Windows menu:
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i Setup - IBSurgeon HQbird Server Side zuzl [EEEE

Select Start Menu Folder
Where should Setup place the program's shortouts?

—
B— Setupwill create the program's shortcuts in the following Start Menu folder.
o_—

To continue, dick Mext. If you would like to select a different folder, dick Browse,

IBSurgeon\HObird Server Side 2022 Browse...

[|pon't create a Start Menu folder

Back || Mext | | cancel

Figure 15. Choose Windows Start menu folder.

At the next step the installer will offer you to pre-configure HQbird to be used as master or replica
server:
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il Setup - IBSurgeon HQbird Server Side 2022

Select Additional Tasks
Which additional tasks should be performed?

Server Side 2022, then dick Mext,

[T Configure HObird as!

(") Master server for replication (default)

(") Replica server

Select the additional tasks you would like Setup to perform while installing HQbird

Back

][ Mext ] [ Cancel

e

Figure 16. Pre-configuration for replication.

You can skip this step, this configuration can be done later.

The final step is a summary of components to be installed and their paths:

24




Chapter 2. Installation of HQbird

2 Setup - |BSurgeon HObird Server Side 2022 —

Select Additional Tasks
Which additional tasks should be performed?

0.

Select the additional tasks you would like Setup to perform while installing HQbird
Server Side 2022, then dick Mext,

Preconfigure HObird asi
(®) Register FB server {default)

i) Register FB server and template DB for replica

Figure 17. Click Install to complete the installation.

After that you have to activate HQbird (see How to Activate HQbird ) and proceed to configure the
HQbird components.

At the end of installation process, you will be asked about next steps:
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2 Setup - |BSurgeon HObird Server Side 2022 —

Completing the HQbird
Server Side 2022 Setup

Wizard

Setup has finished installing HQbird Server Side
2022 on your computer, The application may be
launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Subscribe to IBSurgeon news and upgrades;
Start Monitoring for Firebird Service

Start Trace for Firebird Service

Start Advanced Monitoring Viewer for
o
Manitoring Services

Register HQbird

Advanced FirebirdSQL Distribution for Enterprises

Figure 18. Post-installation steps.

2.3. Installing HQbird Administrator on Windows

To install HQBIird Administrator, download the distribution package from #https http://ib-aid.com/
en/hgbird/ , or from your account at  http://deploy.ib-aid.com

The name of HQbird Administrator package is HQbirdAdminNNNN.exe (it is in the zip archive).

Run the installation wizard and follow the standard installation steps: digital signature check,
license, then select the installation folder:
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2 Setup - HOBird Firebird Admin 2020 —

Select Destination Location
Where should HQBird Firebird Admin 2020 be installed?

Setup will install HQBird Firebird Admin 2020 into the following folder.

To continue, dick Mext. If vou would like to select a different folder, didk Browse.

:\Program Files (x86)\BSurgeon'HQBird Firebird Admin 2020 Browse...

At least 43,8 MB of free disk space is required.

Figure 19. Select where to install HQbird Admin.

Select tools to install after that. We recommend that you install all tools.

w4 Setup - HQRBird Firebird Admin 2020 —

Select Components
Which compaonents should be installed?

Select the components you want to install; dear the components you do not want to
install, Click Mext when you are ready to continue.

Full admin padkage [ w
[+] IBSurgeon HOQbird Administrator 2020 107,6 MB
- [«] HQbird Firebird MONS Logger 12,5ME

- [/] HQbird Firebird Scanner Log Analyzer 6,3 MB
- [/] HQbird Database Analyst 14,3 ME
- [] HQbird Transaction Maonitor 6,6 ME
- [+ Utile 19,3 ME

- [] Firebird 50L Studio 23,0 MB
Client libraries 24,8 MB

Current selection requires at least 126,56 MB of disk space.

Figure 20. Select tools to install.

Follow the instructions after that. After the installation is over, you will be offered to launch the
activation wizard. If you are installing HQbird Admin on the same computer where HQbird Server
was already installed, the license will be automatically detected by HQbird Admin tools.
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2.3.1. How to install community version of Firebird on Windows

The easiest way is to install Firebird bundled with HQbird B just choose the desired version during
the installation. However, sometimes it is necessary to use HQbird with a community version of
Firebird.

Please note b to enable replication and performance features in HQbird Enterprise
. you need to install Firebird bundled with HQbird ServerSide.

To install Firebird separately, download the Firebird zip archive from www.firebirdsqgl.org

Unpack the archive file to a suitable location (for instance, C:\Firebird25 ), after that copy the
optimized configuration file  firebird.conf (see Optimized Configurations below) to this folder.

Then, go to the Bin folder and then use the ~ Run As Administrator option to run the batch file with
the architecture you need.

¥ For Firebird 2.5 P run install-superclassic.bat .

¥ For Firebird 3.0 B set parameter ServerMode=Supeand run install_service.bat .

Of course, you can choose the SuperServer for 2.5 or Classic architecture for 3.0 if you know what
you need.

As a result of running the command file, Firebird of the selected architecture will be installed and
run as a service.

You can make sure the Firebird service is installed and running in the Services snap-in (rub
services.msc in command prompt):
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& Server Manager

File Action View Help
e | 2B az= HE »enw
R Serve Marages (WIN-GUTPIFK  Febird Senes - Otauigiance Propeties M QU7PNFG577) eESes
i?:a'f:m Name Descrif| | General [ Log On | Recowery | Dependencies]
. @ Diagnostics ' Diagnostic Service...
4 it Configuration ' Diagnostic System...
b E.} Task Scheduler '« Dhagnostics Tracki..,
i gl Windows Firewall with &| % Disk Defragmenter ;
L Gervices o Dustributed Link Tr... u
i‘i Wil Control 4, Distributed Transa...
Is ;& Local Users and Groups || 25 DNS Client
» £4 Storage 5 Encrypting File Sy... Providly | 1 \Frebid\Frebr-2 5.5 26528.0 b4\bin'fo_inet_server exs  Defautint
L, Extencible Authen.. The Startup type: |Mnmdu: -
's; FEDataGuard Agent HQbi
', FBScanner Service  IBSurg Helo me confiours sarvice slashp coflors.
4, Firebird Server - D\.. Firebi
4, Function Discover.. TheF Service stalus.  Stavted
' Function Discover... Publi St E Pauss Rasume
o Group Policy Chent  The se
% Health Key and Ce... Provid|y | fou =2 speciy the siar parameters that apply when you st the service
% Human Interface .. Enabl
%4 IKE and AuthlIP IPs.. Thel
L Interactive Service... Enabl
o InterBase 2009 Gu...
2 InterBase 2009 Ser... [ ok || Concal || oo
o Internet Connecti... —— —
4 | i | »
4 L] b | Extended j Standard /
Figure 21. Firebird Service.
In this example, Firebird is installed in the folder H:\Firebird\Firebird-2.5.5.26928-0_x64 and

running as a service with the SuperClassic architecture.

2.4. Installing HQbird Server on Linux

To install HQbird Server Side on Linux, you need to download HQbird ServerSide for Linux with
integrated Firebird from  this location : https://ib-aid.com/en/hgbird-installation/

This archive contains 3 files:

¥ install_fb25_hqbird2022.sh
¥ install_fb30_hqgbird2022.sh
¥ install_fb40_hqgbird2022.sh

You must be root or sudoer to install HQbird on Linux!

General prerequisites : install java version 1.8 before installing HQbird! We recommend
OpendDK, but OracleOs Java is also fine.

2.4.1. Installation of HQbird with Firebird 2.5 on Linux

1. Uninstall all previously installed Firebird versions before running this installer. Make sure you
donOt have Firebird installed from repositories!
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2. Apply execution rights to the installation package:

chmod +x install_fb25 hghird2022.sh

3. Run installation script install_fb25 hqgbird2022.sh . It will install Firebird into /opt/firebird and
HQbird into /opt/hgbird

4. By default, Firebird 2.5 is installed as Classic. We recommend to install it as SuperClassic D for
this run script  /opt/firebird/bin/changeMultiConnectMode.sh  and choose thread

Next steps:

1. Please note that Firebird 2.5 will be installed with SYSDBA/masterkey

2. You can stop/start Firebird 2.5 with command service firebird stop or service firebird start
Check is it running with command  ps aux | grep firebird

3. You can stop/start HQbird with command service hgbird stop  or service hgbird start . Check is
it running with command  ps aux | grep dataguard

4. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

5. Choose Ol have HQbird EnterpriseO and register HQbird with the email and password you have
received from IBSurgeon Deploy Center.

6. If necessary, follow steps to setup$N$or see the appropriate chapter of this Guide.

2.4.2. Installation of HQbird with Firebird 3.0 on Linux

Prerequisites : make sure you have libtommath , libncurses5-dev and ICU installed (there will be
an appropriate error message if they are not installed).

1. Uninstall all previously installed Firebird versions before running this installer

2. Apply execution rights to the installation package:

chmod +x install_fb30_hqgbird2022.sh

3. Run installation script install_fb30_hqgbird2022.sh . It will install Firebird into /opt/firebird and
HQbird into /opt/hgbird

4. By default, Firebird 3.0 is installed as SuperServer. Keep it.

5. Firebird 3.0 will be installed with SYSDBA/masterkey

Next steps:

1. You can stop/start Firebird 3.0 with command service firebird-superserver stop or service

firebird-superserver start . Check is it running with command  ps aux | grep firebird

2. You can stop/start HQbird with command service hgbird stop  or service hgbird start . Check is
it running with command  ps aux | grep dataguard
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Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

Choose Ol have HQbird EnterpriseO and register HQbird with the email and password you have
received from IBSurgeon Deploy Center.

If necessary, follow steps to setup$N$or see the appropriate chapter of this Guide.

4.3. Installation of HQbird with Firebird 4.0 on Linux

erequisites : make sure you have libtommath and ICU installed (there will be an appropriate

error message if they are not installed).

1. Uninstall all previously installed Firebird versions before running this installer
2. Apply execution rights to the installation package:
chmod +x install_fb40 _hqgbird2022.sh
3. Run installation script install_fb40_hqgbird2022.sh . It will install Firebird into /opt/firebird and
HQbird into /opt/hgbird
4. By default, Firebird 4.0 is installed as SuperServer. Keep it.
5. Firebird 4.0 will be installed with SYSDBA/masterkey
Next steps:
1. You can stop/start Firebird 4.0 with command service firebird-superserver stop or service
firebird-superserver start . Check is it running with command  ps aux | grep firebird
2. You can stop/start HQbird with command service hgbird stop  or service hgbird start . Check is
it running with command  ps aux | grep dataguard
3. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password
4. Choose Ol have HQbird EnterpriseO and register HQbird with the email and password you have
received from IBSurgeon Deploy Center.
5. If necessary, follow steps to setup$N$or see the appropriate chapter of this Guide.
2.4.4. Installation of HQbird Standard on Linux

If

you have a license of HQbird Standard, or if you donOt want to change the existing Firebird

installation, please run the following command:

install_fb4 _hqgbird2022.sh  Bnofirebird

It will install HQbird without Firebird binaries.
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Please note, that advanced features (replication, multi-thread support, encryption,
authentication) require HQbird Enterprise with Firebird binaries!

2.4.5. Firewall settings

Firebird is installed on port 3050, HQbird web interface is listening on port 8082, and licensing
interface is listening on  8765.

These ports can be changed in /opt/firebird/firebird.conf (RemoteServicePort),
/opt/hgbird/conf/network.properties (server.port) and /opt/hgbird/conf/license.properties
(serverlicense.port).

Make sure to allow these ports in your firewall configuration.

Attention!

" After upgrade, make sure that there is only the one copy of HQbird is running! If
there are 2 copies, stop them ( service hgbird stop  for the first and kill <process-
number>for the second instances) and start it again.

2.5. Upgrade existing HQbird version

HQbird installer on Windows (from v 2018R2) and on Linux (from v 2018R3) supports automatic
upgrade of the configuration of already installed HQbird version 2017R2 and later.

If HQbird installer will notice the previous version of HQbird, it will ask you to confirm the
upgrade, and in case of the positive answer, it will stop Firebird, HQbird and upgrade their files.

( Setup —— . ——

k. = _,,-'I Please stop the following services: FEDataGuard, FEScanner, IBTM and

Firebird, otherwise reboot may be required.
If you need fresh installation, please, uninstall previcus version of
HQbird manually and start again.

'o Another version of HQBird Server Side 2020 1= installed.

Do you want to continue?

Figure 22. Warning about upgrade.
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i Setup . ﬁ ]

@ To proceed the installation, the existing dataguard service will be

stopped. Do you want to continue?

ﬂ e

Figure 23. Warning about restart of currently running HQbird FBDataGuard.

The configuration will be retained$N$it means that firebird.conf , aliases.conf, securityX.fdb , and
HQbird configuration files will not be deleted (HQbird configuration files will be upgraded to the
new configuration version).

The upgrade does not change the Windows service settings for Firebird and HQbird B it means that
if you have changed ORun AsO properties of the service, they will be retained.

! After upgrade on Linux Firebird and HQbird must be started manually!

After upgrading HQbird, open the web-console and choose in the right upper
corner: ORefresh HQbird web-consoleO. It is necessary to clean the cache of

JavaScript part of the application.
[ 1]

Page refresh in 0027 ~ E5 English ~

Please note$N$if you are installing HQbird 2022 over the old version of HQbird on Windows, the
dialog with installation options will be shown as disabled, because we cannot automatically
upgrade from 2.5 to 3.0 or 4.0, and installer can only upgrade the same components. If you need a
different installation, remove old version of HQbird from the computer prior installing 2022.
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i

—
.l Setup - HQBird Server Side 2020 =
—

Select Components
Which components should be installed?

Compaonents ba updake

HGbird Enterprise (with Firebird 3.0 x64)

HQhbird Server Side 228,7 MB
Firehird engine 155,3 MB
- (1) 2.5 32 bit 79,9 MB
- () 2.5 64 bit 93,1 M8
- () 3.0 32 bit 144,3 MB
- ([@ 3.0 64 bit 155,3 MB
HQbird FEDataGuard for Windows 31,0 MB
Firehird configuration files 0,1 MB
Replication plugins 1,2 MB
Transaction monitar 3,3 MB
COLTP Benchmark 3,2MB
Client libraries 34,8 MB
FBScanner Service 0,1MB
Volume Shadow Copy Service 0,1 MB

Current selection requires at least 238,6 MB of disk space.

< Back ]m:;-_xt} i[ Cancel ]
— ————

Figure 24. An example of the disabled components selection dialog in case ofupgrade.

2.6. Registration of HQbird

2.6.1. How to activate HQbird

To activate HQbird, you can either use a separate utility included in the server and administrator
packages for Windows, or use the registration mechanism embedded into the HQBird Firebird
DataGuard web interface (for Windows and Linux), or run any tool from the administrator

software and use the built-in activation wizard.

The activation wizard looks and works the same in the tools and in the activation tool. It is enough
to perform activation once on any computer that can connect to the server where HQbird
ServerSide is installed.

You can launch the registration utility from the Start menu (IBSurgeon\HQbird Firebird
Admin\HQbird):
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HOQBird 2020 Launcher/Registration Helper

v g HQbird is not registered
L E Double-dick tool name to start
ommm | .
Name Description
m g Firebird DataGuard Monitoring, automatic backups and maintenance tasks
5’3 User guide HQbird user guide
. g Transaction Monitor Advanced transactions markers monitoring
= Database Analyst Database structure and statistics analysis
‘g Scanner LogAnalyzer Analyze logs from Firebird Scanner
I b MONSLogger Fast adhoc analysis of MON$ tables
See details. ..

lose

E-

Copyright 2002-2020 IBSurgeon

gy Contact support...

Figure 25. HQBIrd registration helper.

If you click the Register button (or Re-Register for repeated registration), you will see the activation
wizard:

Activation HQBird B
Registration of HQBird: you need to activate software. Please read carefully.
Enter IP/name of the computer where HQbird Server is running:

P: [127.0.0.1 | port: Connect to HOBird Server

Installation ID: |

Enter registration data  Offline activatioin

()1 have HQbird Standard license Enter email jpassword received from IBSurgeon:
E-Mail: |hqbirdtest12@ib—aid.mm |

(®) I have HQbird Enterprise license

() Trial license Password: | sessnnne |

@ Forgot password?

See details about current reaistration.. ..

" Close this window
Figure 26. HQBIrd activation window.

After that, specify the [P address or the computer name of the server HQbird is installed on in the
upper input field and click  Connect to HQbird Server . If you started registration utility on the
same computer with HQbird Server, it will be OlocalhostO, otherwise$N$some remote address.

Then enter your registration data. If you have a license, enter your e-mail address and password
that you used to register with the IBSurgeon Deploy Center and click Activate .

35



Chapter 2. Installation of HQbird

If you have no license, choose Trial license, specify your e-mail address and click
| Activate . You will be automatically registered and the password will be sent to
your e-mail address.

Right after you click Activate , the registration wizard will try to connect to the IBSurgeon Deploy
Center () and obtain a license. If it succeeds, you will see the corresponding message. If there are
any problems, you will see the error message.

If you forget the password, click the  Forgot passwordE  button and it will open the browser with
the password recovery form.

If you need to purchase a new or additional license or renew your subscription, click Purchase.

Click Close this window  after the registration is over.

Internet Activation via a Client Computer

If the server with HQbird Server does not have access to the Internet, you can still activate it via the
Internet: you can install HQbird Administrator on any client computer with Windows that has both
access to the Internet and access to the HQbird Server and perform activation.

IBSurgeon Deploy Center
deploy.ib-aid.com

Port 80

Port 80

Port 8765

Run HQbird Register tool and enter there: IP address of your server (or, server name$N$for
example, mylinuxserver), email and license, and click Activate:
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Activation HQBird [ x|

Registration of HQBird: you need to activate software. Please read carefully.
Enter IP/name of the computer where HQbird Server is running:

IF: |mylinuxseruer | port: Connect to HQBird Server

Installation 1D: |

Enter reqgistration data  Offline activatioin

() T have HObird Standard license Enter email jpassword received from IBSurgeon:
(®) I have HQbird Enterprise license E-Mail |hqbirdtest22@ib—aid.mm |
() Trial license Password: |"uuu |

? Forgot password?

See details about current reqistration.. ..

J Close this window

Figure 27. HQBIrd activation window.

2.6.2. Offline Activation

If the server and all client computers have no access to the Internet, you should use offline
activation. To do it, click Offline activation tab and follow instructions there. In case of any troubles
please contact.
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2.6.3. Activation in web interface

FBDataGuard 10.0.1003: Please wait and refresh page later...

HQbird 10.0.1003 is not registered
® ¥ There are no valid unlock file found!

R Get new/existing license (You can order full license at ib-aid com)

Type: | have HQbird Standard license
@ | have HQbird Enterprise license
| need trial license

Off-line registration

E-mail: >

Password: >

Show password

| forgot my password.

Figure 28. Activation in web interface.
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Chapter 3. Configuration of HQbird

3.1. Initial configuration of HQbird FBDataGuard
(backups, monitoring, alerts,etc)

Please follow these steps:

1. Make sure that you have Firebird 2.5.5 or later (Firebird 2.1 is also supported with some
limitation), and it is working;

2. HQbird FBDataGuard service is installed and running

a. You can check it using Services applet in Control Panel (right-click on OMy ComputerO,
choose OManageO, then OServices and ApplicationsO, OServicesO and find in the list
OFBDataGuard AgentO

b. At Linux you can check it with command ps aux | grep dataguard

3. Make sure the FBDataGuard port is accessible (8082) and it is not blocked by firewall or any
other antivirus tools. If necessary, adjust port in FBDataGuard configuration file (see Web-
console port ).

3.1.1. Launch web-console

To open web-console type in your browser or use IP address of your server with installed HQbird
ServerSide.

Or you can choose in OStartO menu IBSurgeon\HQbird Server Side\Firebird DataGuard\"Launch the
DataGuard web console for localhost".

Supported browsers

FBDataGuard web interface works correctly with Firefox, Chrome, Safari and Internet Explorer 11.

Error message regarding webs-site certificate

If you have configured FBDataGuard to use https, the browser will indicate that this web-site () is
not safe, and it will recommend leaving web-site. This message is caused by the default security
certificate for FBDataGuard web-console.

Please ignore this message and click to open FBDataGuard web-console.

It will ask you for username and password (login dialog can be different for Firefox, Safari or
Chrome).
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NMoakmoueHye K localhost

Figure 29. Enter username and password for FBDataGuard web-console.

Attention!

"
Default username/password for HQbird FBDataGuard is " admin"/"strong

password " (without quotes).
3.1.2. Auto discovery feature of FBDataGuard

At the first launch FBDataGuard will check computer for installed Firebird servers. FBDataGuard
for Windows search registry for Firebird records, FBDataGuard for Linux checks default locations
of Firebird installations.

FBDataGuard will show the list of all Firebird copies installed, but only the one instance of Firebird
can be monitored by FBDataGuard. Choose it by clicking ['Add Firebird engine to monitoring >>!]

If you donOt see Firebird instance in auto discovery list, you can choose ['Add custom >>I] and
configure instance parameters manually.
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