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Preface

About this Guide
HQbird User Guide contains detailed description of functions and features of HQbird!Ñ!advanced
Firebird distribution, including with configuration examples and best practices recommendations.

About IBSurgeon
IBSurgeon ( https://www.ib-aid.com ) was founded in 2002 with the idea to provide InterBase and
Firebird developers and administrator with services and tools focused on databases safety,
performance and availability. In Russia, IBSurgeon is mostly known as iBase.ru, famous by its
Russian InterBase and Firebird portal www.ibase.ru . IBSurgeon is a member of Firebird
Foundation and, as a member of Technical Task Group, has strong relationship with Firebird
Project, with direct representatives in Firebird-Admins and in Firebird Foundation Committee.
Today, IBSurgeon serves thousands of companies worldwide with emergency, optimization and
maintenance tools and various services. Our clients are medical institutions, financial
organizations and ISVs in Germany, Brazil, Russia and other countries, and all who have
applications based on Firebird and/or InterBase. The flagship project of IBSurgeon is HQbird, the
advanced distribution of FirebirdSQL for big databases with enterprise features.

Preface
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Chapter 1. Overview of HQbird

1.1. What is HQbird
HQbird is a distribution of the Firebird DBMS for enterprises from IBSurgeon Software (www.ib-
aid.com[ https://www.ib-aid.com ]), which includes additional functions that mainly improve
performance for large and highly loaded databases, and a set of tools for organizing a full cycle of
database maintenance without a DBA (including tools for performance optimization, monitoring,
local and cloud backups, and recovery in case of failures).

HQbird speeds up the performance of large databases (from 50 GB to 2 TB) and enables companies
to manage large databases without requiring a dedicated database administrator for a few servers,
or lowering support expenses for many (hundreds and thousands) Firebird servers. The minimal
hardware requirements for HQbird are 8Gb RAM and 4 cores.

The first version of HQbird was released in 2015, the current version is HQbird 2024.

1.2. How is Firebird related to HQbird?
To put it simply, HQbird is an enterprise version of the open-source Firebird DBMS. In keeping with
the tradition of open-source projects, we call Firebird the ÒvanillaÓ version: in the same way, there
is a ÒvanillaÓ version of PostgreSQL and commercial versions of EnterpriseDB, PostgresPro, etc.

HQbird is not a ÒdifferentÓ database in terms of compatibility with Firebird: there is no need to
make a backup-restore when switching between HQbird and Firebird, no need to rewrite SQLs or
change client applications.

Without any problems, you can install HQbird and the vanilla version of Firebird in parallel on the
same server, work with the database file using HQbird, then switch to the vanilla Firebird, and vice
versa.

HQbirdÕs 100% compatibility with vanilla Firebird is the most important feature of HQbird! Almost
all functions that are developed for HQbird end up in Firebird within 1-2 versions: for example,
replication appeared in HQbird for version 2.5, and it appeared in vanilla version 4.0, external
connection pooling was developed in HQbird 3.0, and appeared in Firebird 4.0, multithreaded
backup, restore, sweep capabilities appeared starting with HQbird 2.5, and became available in
vanilla Firebird 5.0, etc.

In addition to the new functionality, bugs fixed in HQbird are also fixed in the corresponding
versions of vanilla Firebird.

Also, IBSurgeon Software provides public testing of Firebird and HQbird in terms of reliability and
performance: the testing results are published on the website www.firebirdtest.com .

1.3. What is the price of HQbird?
The permament license for 1 server is USD$899. It also includes 1 replica server license.

Chapter 1. Overview of HQbird

10

https://www.ib-aid.com
https://www.firebirdtest.com


What will be the price of HQbird for a company that needs to use not 1 or 2 servers, but several
hundred or even thousands of installations? If the number of servers is more than 20, purchasing
permanent licenses (USD899/server) becomes too expensive. ThatÕs why we offer HQbird Unlimited
Subscription for software development companies.

HQbird Unlimited Subscription for software development companies costs USD$1200/month (or
USD$13450/year with upfront payment), for the annual contract (please note, that regional pricing
can be different).

This is a special license for software development companies that allows you to install and use an
unlimited number of HQbird copies along with business applications (ERP, CRM, etc) produced by
the company.

For example, if a company has 40 clients, then the subscription will cost USD$1200/month, that is,
approximately $30 per client per month. If the software development company has 400 clients, then
the cost for 1 client per month will be $3 per month.

1.4. WhatÕs new in HQbird 2024
HQbird 2024 is a new major version that adds support for Firebird 5.0 and a number of important
features:

¥ Replacing queries "on the fly"

¥ Improved Firebird Streaming technology:

" Added control file, with the same format used for replication in Firebird 4 and higher

" Added recovery of the fb_streaming  service after a failure (replication segments are not
deleted until the transactions started in them are completed or rolled back. After a failure,
transactions that have not yet been committed are repeated).

" Added new Kafka CDC plugin (Change Data Capture)

In addition, HQbird 2024 still offers advanced replication features, external connection pooling,
prepared statement pooling, and other features needed when working with large databases under
high load.
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1.5. Feature matrix
Below is a matrix of features and their level of support in the various versions of Firebird included
with HQBird.

# Feature V5.0 V4.0 V3.0 V2.5 Level

1 High-performance native
replication

X X X X server

2 Replacing queries Òin the airÓ X X X X server

3 Plugins to access ODBC/MySQL
through Execute Statement On
External

X X X plugin

4 Caching BLOBs in temp space X X X X server

5 Improvements in optimizer for
JOINs and large sortings

X X X server

6 Cache of compiled statements X X X server

7 Streaming/Change Data Capture
(plugins for Kafka, JSON, etc)

X X plugin

8 Full Text Search X X X plugin

9 Multi-thread
backup/restore/sweep, creation of
indices

X X X X server

10 Parallel Reading of consistent data X X X X server

11 Pool of External Connections X X X server

12 Encryption X X X server

13 Automatic correction of
firebird.conf  (
DefaultDbCachePages)

X X X X server

14 Advanced Monitoring of
Performance (trace, MON, locks,
CPU, RAM, frequency)

X X X X tools

15 Monitoring of queries with large
sortings

X X X X server

16 Manage (and configure
replication) many databases at
once with command-line tools

X X X X tools

17 Backups, Restore, and Automatic
Backup/Restore

X X X X tools

18 Transfer backups, segments, etc
through FTP/sockets/Amazon S3

X X X X tools
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# Feature V5.0 V4.0 V3.0 V2.5 Level

19 Advanced database maintenance:
proper garbage collection and
more

X X X X tools

20 Multi-instance support X X X X tools

21 Silent installation on Windows and
Linux

X X X X tools

22 Tool to analyze database statistics X X X X tools

23 Tool to analyze
connections/transactions/memory
consumption/IO operations

X X X X tools

24 Recovery tools X X X X tools

25 Optimized configurations X X X X tools
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1.6. Brief Description of HQBird Features

1.6.1. High-performance native replication

HQbird includes native replication to create fault-tolerant systems based on Firebird databases:

¥ Replicates databases with 1500+ connections

¥ Asynchronous replication with 1-30 seconds delay,

¥ Synchronous replication without delay,

¥ No triggers or other changes in schema required

¥ Automatic propagation of DDL changes,

¥ Online re-initialization of replicas.

¥ Embedded transport for replication changes, verification of transferred replication segments

Native replication is configured through the special plugin, with the ability to exclude records
without PK/UK at the plugin level.

HQbird has complete transport to arrange transfer of segments for asynchronous replication for 1-
to-1 or 1-to-many schemas, with automatic setup, transfer and validation of replication segments
via sockets or FTP. HQbird has command-line commands to set up databases for replication in bulk,
to choose databases in the folder, or in nested folders.

1.6.2. Replacing queries "on the fly"

If you have an application with inaccessible or missing sources, HQbird can help you change texts
of incompatible or most resource-consuming SQL queries Òon the flyÓ, and therefore help to
optimize the performance or migrate an application without SQL queries sources. The replacement
is easy configurable, it is implemented by pairs of files which contains text of original and replaced
queries.

With Advanced Monitoring, you can find SQL queries that cause issues and then configure the
substitution for them, even without access to the applicationÕs source code. The replaced query will
occur in trace and MON$ tables with the new text.

1.6.3. Plugins for performing external connections with MySQL and ODBC

HQbird has External Datasource plugins for ODBC and MySQL. Using these plugins, it is possible to
execute commands EXECUTE STATEMENT ON EXTERNAL with queries to MySQL or ODBC data source, in
order to read data from external datasources, or to write data to external datasources.

Plugins support input parameters and correct mapping of data types (however, in case of ODBC it
depends on the specific driver implementation).

See example of an external connection below:

execute block
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returns  (
Ê emp_no bigint ,
Ê birth_date  date,
Ê first_name  varchar ( 14),
Ê last_name varchar ( 16),
Ê gender char( 1),
Ê hire_date  date
)
as
Ê declare  dsn_mysql varchar ( 128);
begin
Ê dsn_mysql = 'mysql//:host=localhost;port=3306;database=employees' ;
Ê for
Ê   execute statement  q'{
select
Ê emp_no,
Ê birth_date,
Ê first_name,
Ê last_name,
Ê gender,
Ê hire_date
from employees
order by birth_date desc limit 5
}'
Ê   on external  dsn_mysql
Ê   as user 'root'  password 'sa'
Ê   into
Ê     emp_no,  birth_date ,  first_name ,
Ê     last_name,  gender,  hire_date
Ê do
Ê   suspend;
end

See more Working with External Data Sources (Other DBMS)

1.6.4. Caching blobs in temp space

HQbird can cache BLOBs in temp space, in order to speed up BLOBs operations (+15%-200% faster
than in vanilla Firebird), and to prevent growth of the database file in case of mistaken BLOB
operations.

HQbird uses an extra firebird.conf  parameter BlobTempSpace to control this feature.

The caching option can be:

¥ 0!Ñ!disabled,

¥ 1!Ñ!enabled for PSQL (default),

¥ 2!Ñ!enabled for all blobs operations.
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1.6.5. Improvements in optimizer for JOINs and large sortings

LeftJoinConversion / OuterLeftConversion

HQbird can automatically convert implicit inner joins to explicit ones for better optimization in
versions 3 and 4.

To activate this feature, change the LeftJoinConversion  setting in firebird.conf  to true . HQbird in
v5.0 supports the OuterLeftConversion  option that is available in the vanilla version 5.0.

SortDataStorageThreshold / InlineSortThreshold

HQbird can optimize queries that involve large sorting operations. In versions 2.5 and 3.0, you can
use the SortDataStorageThreshold  setting to activate the Refetch plan for this purpose.

In the vanilla version 4.0, this setting is renamed as InlineSortThreshold . Usually, we recommend to
set SortDataStorageThreshold  to 8192 or 16384 bytes.

1.6.6. Cache of compiled queries

This feature can improve the performance of repeated queries, especially when using a connection
pool (PHP, etc).

Cache keeps a certain number of prepared queries in each connectionÕs memory. HQbird has this
cache in versions 3.0 and 4.0, and you can adjust it with the DSQLCacheSize setting (default is 0, i.e.,
disabled).

In vanilla version 5.0, there is a comparable feature, regulated by the MaxCompiledCache option,
which is measured in Megabytes, the default is 2Mb.

1.6.7. Streaming/Change Data Capture (plugins for Kafka, JSON, etc)

Firebird Streaming is a technology that tracks changes in the database and sends them to another
system, such as Kafka, JSON files, RabbitMQ, full text search plugin, etc.

HQbird offers a replication-based Change Data Capture plugin. The plugin creates a change flow
that reflects transaction commits/rollbacks.

HQbird provides ready-made plugins for Kafka, RabbitMQ, JSON files, and also supports their
configuration for any destination. CDC is useful for processing queues, sending alerts
asynchronously, and copying changes to other systems (such as business intelligence or data
science pipelines).

CDC plugin available upon request. For more information, contact IBSurgeon support ( support@ib-
aid.com ).

See more Firebird Streaming
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1.6.8. Full-text search

Full-text search is a technique that allows you to search for any word or phrase within a large
collection of documents or data. Full-text search is different from searching based on metadata or
partial text, which may not capture the full meaning or context of the query. Full-text search uses a
full-text engine, such as Lucene, to perform the search and return the results.

IBSurgeon Full Text Search UDR is a user-defined routine (UDR) that integrates Lucene with
Firebird. A UDR is a custom function that can be called from SQL statements. IBSurgeon Full Text
Search UDR allows you to perform full-text search on Firebird tables in varchar and BLOB fields
using Lucene engine.

This UDR is available in open source, but HQbird, provides a customizable plugin based on
streaming for operational update.

More details: https://www.firebirdsql.org/en/full-text-search-udr/

1.6.9. Multi-threaded backup, restore, sweep, creation of indices

HQbird implements multi-thread maintenance (sweep), backup, restore, and create index
operations. Firebird 2.5, 3.0 and 4.0 are supported, and this functionality also appeared in Firebird
vanilla version 5.0.

The format of backup files is the same as in the vanilla Firebird. On the test server with CPU with 8
cores and SSD, we have the following results (compared with 1 thread);

¥ Backup!Ñ!4-6x times faster

¥ Restore!Ñ!2-4x time faster on CPUs with 8 cores and SSD

¥ Sweep!Ñ!4-6x time faster

The actual acceleration depends on CPU, disk subsystem of the server, and structure of the
database. Install HQbird in the trial mode (up to 30 days) and check what results will be on your
server!

More details and test results can be found here: https://ib-aid.com/articles/firebird-gbak-backuptips-
and-tricks#110hqbirdbackup

1.6.10. Parallel reading of consistent data

HQbird, starting from version 2.5, supports two important features:

1. make_dbkey() function, which enables reading a table that is partitioned by physical storage
blocks (from pointer pages),

2. and Òshared snapshotÓ transaction mode, which facilitates parallel operations in multiple
connections.

These features help to achieve parallel reading of large data sets, and to accelerate 2-10x times
export operations (such as for BI exports or data pipeline). These features are also available in
Firebird vanilla, from version 4.0.4 onwards.
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¥ More details are in the article: https://ib-aid.com/articles/parallel-reading-of-data-in-firebird

¥ Example application & sources: https://github.com/IBSurgeon/FBCSVExport

1.6.11. Pool of external connections

HQbird has a pool of external connections for Firebird 2.5, 3.0, and this pool is also available in
vanilla version since 4.0.

An external connection pool allows you to execute EXECUTE STATEMENT ON EXTERNAL statements with
less overhead in reconnecting to the external database.

The feature is controlled in the firebird.conf  with ExtConnPoolSize and ExtConnPoolLifeTime
parameters.

From the application perspective, no extra steps are needed to use or not use!Ñ!it is switched on or
off in the server configuration, and completely transparent for the applications. It is also possible to
disable garbage collection for queries executed in external connections. It is regulated through
configuration parameter ExtConnNoGarbageCollect.

See details: Pool of external connections

1.6.12. Encryption

HQbird supports encryption with Encryption FrameworkÕs Plugin. The main features are:

1. DB encryption plugin (available on demand) for versions 3, 4, 5, Windows & Linux.
Comprehensive and fast encryption plugin framework, with AES256. Performance loss is
between 4%-20%, depending on the RAM and configuration.

2. Support for multi-thread work (for middleware applications, with connections to multiple
databases).

3. Sending keys through fbclient.dll  to implement encryption without changing the application.
If you have a database tool that does not support key transfer, or a third-party application, key
can be sent through fbclient.dll  with a special configuration.

4. Password input window for fbclient.dll  in Windows and password input on the terminal in
Linux.

We can offer examples of client applications in various languages, such as Delphi, NET, Java, PHP,
C++, etc., upon request.

1.6.13. Automatic correction of firebird.conf (DefaultDbCachePages)

Incorrect configuration of DefaultDbCachePages in firebird.conf , databases.conf  or in database
header is a common configuration mistake, which often happens during the migration between
versions. For instance, it can be too large values of Page Buffers in database header for Classic or
SuperClassic, or too low for SuperServer.

HQbird will automatically fix the wrong setting in firebird.conf  and databases.conf  and it will
overwrite, if the configuration is unsuitable for a selected architecture.
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1.6.14. Advanced Monitoring of Performance (trace, MON, locks, CPU, RAM,
frequency)

Advanced Monitoring of Performance in HQbird is a feature that allows you to monitor and
analyze the performance of your Firebird databases (version 5.0, 4.0, 3.0, 2.5) in real time. It collects
data from various sources, such as Trace API, MON$ tables, lock table, transactions, CPU and RAM
usage, and displays them in graphical and tabular forms. You can see the overall performance
trends, as well as drill down to the details of each minute, query, or transaction.

You can also identify performance problems, such as slow and frequent queries, long-running
transactions, lock table spikes, etc., and view their plans and statistics.

¥ More details: https://ib-aid.com/monitoring-in-hqbird

¥ Video: https://www.youtube.com/watch?v=GuRmHZ8ErZ4

1.6.15. Monitoring of queries with large sortings

This feature helps to troubleshoot queries that produce large reports, where many records need to
be sorted. HQbird can track queries and operations that create sorting files larger than a given size.
When such a query is detected, its text is recorded to firebird.log

Configured as a TempSpaceLogThreshold parameter in firebird.conf , which defines the size of the
sorting file for monitoring.

1.6.16. Manage (and configure replication) many databases at once with
command-line tools

If you have many databases stored in the folder, and want to register all of them in HQbird to setup
replication, in HQbird v2024 there is new command-line command to generate JSON file from the
folder (recursive or not) with the registration information, which can be used for mass registration.

From replica side, there is special version of HQBird Central for Replicas, which allows to store
hundreds of replicas (from different servers) on the single server. HQbird Central for Replicas is
shipped by request.

1.6.17. Backups, Restore, and Automatic Backup/Restore

1. Backups: HQbird implements all types of backups with sophisticated or simple scheduling (all
can be done online, with connected users):

a. Verified backup with gbak.exe. The traditional Firebird backup format when Firebird reads
every record in the database, guaranteeing that database is healthy. In HQbird (versions 2.5-
5.0) verified backup is very fast due to multi-thread support. HQbird implements rotation of
verified backups, compression, and test restore. HQbird calculates necessary space for
backups to ensure that backup will fit into the free space, and creates detailed logs for all
operations.

b. Incremental backup. The fast physical level backup which copies changed data pages.
HQbird offers 3 backup schemes: simple weekly 3-levels backup, enhanced multi-level
backup (up to 5 levels), and dump backup to create a copy of the database. Backup files are
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rotated, the necessary space is calculated.

2. Restores

a. Restore your databases from backups. HQbird allows to restore database from FBK. It is
especially important for cloud instances, when FBK is uploaded to the cloud instance, so
there is no necessity to connect to serverÕs console (i.e., ssh or RDP).

b. Test restore, as part of verified backup process. You can opt to perform test of restore of
fresh backup, it will be done as a part of verified backup restore process.

c. Scheduled restores. It is possible to organize scheduled restores of verified (gbak) backups
and/or incremental (nbackup) backups, for example, as part of backup infrastructure.

3. Automatic backup-restore. Support of full backup-restore cycle, both planned and by request.
HQbird will do the full backup-restore in the safe and fast manner: stop all users, do backup
and restore, enable users. The old copy of the database will be kept. In case of a problem the
process will be reverted. If there will be not enough space, backup-restore will not start.

With HQbird, you can always keep track of your backups and avoid losing them, no matter how
many databases you have or where they are.

1.6.18. Transfer backups, segments, etc through FTP/sockets/Amazon S3

HQbird can transfer backups (or other files by mask) via FTP, sockets, or to Amazon S3 (needs
plugin which is available on demand).

HQbird also has built-in FTP server and sockets server with easy setup.

1.6.19. Advanced maintenance: proper garbage collection and more

Excessive record versions, also known as garbage versions, slow down Firebird databases
significantly. HQbird implements the proper combination of sweep operations and ÒsoftÓ shutdown
of long running writeable transactions, and allows to avoid frequent database backups/restores.
With HQbird it is recommended to do backup/restore no more than once per year.

Maintenance can also include the recalculation of indices statistics and the verification of indices
health, as well as the examination of metadata health.

1.6.20. Multi-instance support

HQbird allows installation of multiple Firebird instances of different versions on the same server. It
makes migration from one version to another easier. HQbird for Windows installs all supported
Firebird versions (5.0, 4.0, 3.0, 2.5) by default, each instance with a different port. You can choose to
install only one version, or several versions, during the installation.

To install HQbird for Linux with multiple instances, please use united installer (it is a new feature
of HQbird v2024), and indicate what versions you want.

1.6.21. Silents installation on Windows and Linux

The fastest way to install HQbird is to use the silent installation in the command line.
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In the example below we will install HQbird with Firebird 3.0 into c:\HQbird , the configuration will
be c:\HQbirdData\config , output in c:\HQbirdData\output .

HQbirdServer2024.exe /VERYSILENT /SP- /TYPE="hqbird30x64" /DIR="C:\HQbird2020"
/CONFIGDIR=C:\HQBirdData\config /OUTPUTDIR=C:\HQBirdData\output

See also:

¥ How to setup on Linux: Installing HQbird Server on Linux

¥ More details: Silent installation on Windows

1.6.22. Tool to analyze database statistics

HQbirdÕs Admin package (it runs on Windows), includes Database Analyst, a tool that assists a user
to analyze in detail Firebird database statistics and identify possible problems with database
performance, maintenance and how an application interacts with the database. IBAnalyst
graphically displays Firebird database statistics in a user-friendly way and highlights the following
problems:

¥ tables and BLOBs fragmentation,

¥ record versioning,

¥ garbage collection,

¥ indices effectiveness, etc

More details: Database structure analysis

1.6.23. Tool to analyze connections/transactions/memory consumption/IO
operations

HQbird MonLogger is a tool to analyze monitoring tables output in Firebird and find problems with
slow SQL queries, wrongly designed transactions (long-running transactions, transactions with
incorrect isolation level, etc) and identify problematic applications.

MonLogger can connect to Firebird database with performance problems and identify what is the
reason of slowness: is it some user attachment, slow SQL query or long-running transaction?

MonLogger supports Firebird 2.1, 2.5, 3.0, 4.0 and 5.0!Ñ!for older Firebird versions or InterBase
please use FBScanner (it is not included in HQbird, should be purchased separately).

MonLogger can show you:

¥ Top attachments with highest number of IO operations, non-indexed and indexed reads

¥ Top SQL statements with highest number of IO operations, non-indexed and indexed reads

¥ Problematic transactions: long-running transactions, transactions with erroneous isolation
level, read/write transactions, and related information: when they started, what applications
started these transactions, from what IP address, etc
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¥ Attachments and statements with the most intensive garbage collection actions

¥ Read/write ratio, INSERTS/UPDATE/DELETE ratio, and more.

1.6.24. Recovery tools

HQbird includes license of FirstAID, recovery toold for Firebird. IBSurgeon FirstAID is the tool that
can automatically diagnose and repair corrupted Firebird or InterBase databases!Ñ!it can recover
corruptions that neither gbak nor gfix  can fix. Supported versions: Firebird 1.0, 2.0, 2.1, 2.5, 3.0, 4.0,
5.0, InterBase from 4.0 to 2020.

It uses its layer for low-level database access without using the InterBase or Firebird engine, so it
can perform real "surgical" operations and repair your database when all other standard
mechanisms ( gfix  and gbak) cannot.

1.6.25. Optimized configurations

HQbird comes with the optimized configuration by default to make the best use of resources of
powerful servers and Virtual Machines. To improve HQbird configuration, you can use
Configuration Calculator for Firebird, where you can choose ÒHQbirdÓ, to obtain the basic
optimized configuration for your system here: https://cc.ib-aid.com/democalc.html .

Please note that Calculator produces conservative configurations, and to create customized
configuration, you need to monitor and analyze performance logs. IBSurgeon can assist you to
create the ideal configuration in the context of Optimization/Configuration/Audit Incident for
Firebird: https://ib-aid.com/en/firebird-interbase-performance-optimization-service/
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Chapter 2. Installation of HQbird
HQbird contains 2 parts: Server and Admin. LetÕs consider how to install them.

2.1. Installing HQbird Server on Windows
HQbird Server 2024 includes Firebird 2.5, 3.0, 4.0 and 5.0 with replication, multi-thread support and
other enhancements as part of its installer, so Firebird must be installed as part of HQbird.

It is mandatory to install Firebird bundled with HQbird Server installer, if you plan to use
replication (it also requires HQbird Master license, Replica or Trial) and other enhancements.

Optionally you can choose to not install Firebird binaries shipped with HQbird Ð in this case, make
sure that installed version is compatible (2.5.x, 3.0.x, 4.0.x, 5.0.x).

Please note, that only Firebird 2.5, 3.0, 4.0 and 5.0 are fully supported in HQbird. We offer the
comprehensive Firebird migration service  with guaranteed and fast result to migrate Firebird to
the latest version.

2.1.1. Silent installation on Windows

The fastest way to install HQbird is to use the silent installation command.

In the example below we will install HQbird with Firebird 5.0 into c:\HQbird2024, configuration will
be c:\HQbirdData\config , output in c:\HQbirdData\output .

HQBird2024.exe /VERYSILENT /SP- /TYPE="hqbird50x64" /DIR="C:\HQbird2024"
/CONFIGDIR=C:\HQBirdData\config /OUTPUTDIR=C:\HQBirdData\output

The following parameters are mandatory to perform the silent installation:

¥ /VERYSILENT /SP - options to perform the silent installation

¥ /TYPE Ð what HQbird version should be installed. If you are doing silent upgrade, make sure the
version is the same as it was installed previously.

" "HQBird25x64" - "HQbird (with Firebird 2.5 x64)";

" "HQBird30x64" - "HQbird (with Firebird 3.0 x64)";

" "HQBird40x64" - "HQbird (with Firebird 4.0 x64)";

" "HQBird50x64" - "HQbird (with Firebird 5.0 x64)".

¥ /DIR - where to install HQBird. If you are doing silent upgrade, make sure the version is the
same as it was installed previously.

¥ /CONFIGDIR Ð where to store configuration data for HQbird.

¥ /OUTPUTDIR Ð where to store output data (default location for backups, performance reports, etc).

Optional parameters for the silent installation of HQbird:
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¥ /fbport=3050  - port for Firebird to be installed with HQbird

¥ /LOG=C:\temp\HQBirdServerSetup.log - where to store installation log

¥ DataGuard parameters:

" /DGPORT=8082 Ð port for web interface of HQbird (FBDataGuard)

" /DGLOGIN=admin Ð login for web interface of HQbird (FBDataGuard)

" /DGPASSWORD=strong password Ð password for web interface of HQbird (FBDataGuard)

" /DISSVC - disable all installed services (use function IsDisableServices)

" /DISMONSVC - disable installed services except DG (use function IsDisableMonServices)

¥ Automatic registration parameters:

" /REGEMAIL=youremail@company.com - email to perform the automatic registration of HQBird

" /REGPASS=yourpassword Ð password from IBSurgeon Deploy Center account to register HQbird

" /REGTYPE=R|M|T == Replica, Master, Trial Ð license type, must be specified if you need to
register HQbird during the installation

¥ Offline registration (incompatible with REG **)

" /REGUIK=<uik filename>

" /REGUNLOCK=<unlock filename>

Must be set in pairs, both are required!

/REGUIK="z:\HQBird\test\uik" /REGUNLOCK="z:\HQBird\test\unl"

¥ Email alerts parameters:

" /EAHOST=smtp.company.com Ð SMTP server for email alerts

" /EAPORT=25 Ð SMTP port for email alerts

" /EALOGIN=support Ð SMTP login to send email alerts

" /EAPASSWORD=psw Ð SMTP password to send email alerts

" /EATO=support@email.to  Ð where to send email alerts

" /EAFROM=someemaildg@company.com Ð from address

" /EAENABLED=true Ð enable or disable email alerts

" /EADEFALT=true Ð send a copy of email alerts to IBSurgeon Control Center

¥ Built-in FTP server parameters:

" /FTPENABLED=true Ð enable or disable FTP server

" /FTPPORT=8721 - FTP port

" /FTPLOGIN=admin2 - FTP login

" FTPPASSWORD=strong password2 - FTP password

Please note, that in a case of error, for example, if you are trying to run silent installation to install
HQbird to the location which is different from the current location, the error message window will
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popup and installation will be canceled.
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2.2. Installing HQbird Server for Windows using the
installer
Download HQbird from https://ib-aid.com/en/download-hqbird

The HQbird server distribution contains only 64-bit versions of the Firebird engine; 32-bit versions
of Firebird are provided upon user request.

Make sure that HQbird installer is signed with valid IBSurgeon certificate (ÇiBase LLCÈ) and run it:

Figure 1. Confirmation to start the installation process

Next, you can select the language in which the settings and installation steps will be displayed.

Figure 2. Choose installation language

The HQbird Server Side installation wizard will be launched after that and it will take you through
several steps, such as agreeing to the license agreement and selecting the installation folder.
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Figure 3. License agreement

At first, the installer will ask you where to install HQbird:
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Figure 4. Where to install HQbird

We recommend to use the default location c:\HQbird , but you can use any suitable location.

After that, you should select folders for storing configuration files, backup copies of databases,
statistics and HQbird log files:
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Figure 5. Select folders for HQbird configuration and log files

By default, the installation wizard offers to create folders for configuration and log files in
C:\HQbirdData.

! Usually, we recommend selecting a disk with a large amount of free space for this
purpose, but you can configure it later.

If configuration files already exist in the selected location, the installation wizard will display the
corresponding warning:

Figure 6. Warning about existing configuration files

We recommend the automatic upgrade, so default answer should be Yes.

However, you can choose to create fresh configuration of HQbird, and click No Ð it this case the
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installer will warn you that existing configuration files will be moved:

Figure 7. Confirmation of backup

In case of choosing Cancel, you need to specify the different location for the configuration and
output/backup files.

After you confirm it, the folder with the existing configuration files will be renamed and the
installation will continue.

After that, you will see the installation step where you can select components to be installed:
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Figure 8. Select components from HQbird Server Side to be installed

We recommend that you install all HQbird components and Firebird, to avoid further
configuration. All HQbird modules are installed in the inactive mode and do not affect the
operation of the Firebird server until they are configured or used.

If you choose to install HQbird with Firebird, by default each version of Firebird will be installed in
a subfolder of the HQbird installation. By default for each version of Firebird:

¥ C:\HQbird\Firebird25

¥ C:\HQbird\Firebird30

¥ C:\HQbird\Firebird40

¥ C:\HQbird\Firebird50

The installation wizard will then ask you to specify the port for each version of Firebird installed
alongside HQbird:
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Figure 9. Specify port for each Firebird servers

If the port is occupied by another running Firebird, the installation wizard will warn you and
prompt you to select a different port. Or you can stop and remove another Firebird service.

Here you can select services that will start automatically when the system starts.

Then, you will be asked to specify the port for HQbird FBDataGuard (web interface to manage
HQbird):
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Figure 10. Specify port, login and password for HQbird FBDataGuard

We recommend to keep 8082, but sometimes this port can be occupied, so you can change it.

Default password: strong password

In the next step, you can set the built-in FTP server settings.
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Figure 11. Setup FTP Server settings

Default password: strong password

After that, the installer will ask about email settings to be used to send email alerts:
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Figure 12. Email alerts settings

! You can skip this step: all email alerts can be set later in web interface.

Then, you can specify the folder name and location in Windows menu:
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Figure 13. Choose Windows Start menu folder.

At the next step the installer will offer you to pre-configure HQbird to be used as master or replica
server:
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Figure 14. Pre-configuration for replication.

You can skip this step, this configuration can be done later.

The final step is a summary of components to be installed and their paths:
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Figure 15. Click Install to complete the installation.

After that you have to activate HQbird (see How to Activate HQbird ) and proceed to configure the
HQbird components.

At the end of installation process, you will be asked about next steps:
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Figure 16. Post-installation steps.
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2.3. Installing HQbird Administrator on Windows
To install HQbird Administrator, download the distribution package from link: https://ib-
aid.com/en/hqbird/ , or from your account at http://deploy.ib-aid.com .

The name of HQbird Administrator package is HQbirdAdminNNNN.exe  (it is in the zip archive).

Run the installation wizard and follow the standard installation steps: digital signature check,
license, then select the installation folder:

Figure 17. Select where to install HQbird Admin.

Select tools to install after that. We recommend that you install all tools.

Chapter 2. Installation of HQbird

40

https://ib-aid.com/en/hqbird/
https://ib-aid.com/en/hqbird/
http://deploy.ib-aid.com/


Figure 18. Select tools to install.

Follow the instructions after that. After the installation is over, you will be offered to launch the
activation wizard. If you are installing HQbird Admin on the same computer where HQbird Server
was already installed, the license will be automatically detected by HQbird Admin tools.

2.3.1. How to install community version of Firebird on Windows

The easiest way is to install Firebird bundled with HQbird Ð just choose the desired version during
the installation. However, sometimes it is necessary to use HQbird with a community version of
Firebird.

! Please note Ð to enable replication and performance features in HQbird you need
to install Firebird bundled with HQbird ServerSide.

To install Firebird separately, download the Firebird zip archive from www.firebirdsql.org

Unpack the archive file to a suitable location (for instance, C:\Firebird25 ), after that copy the
optimized configuration file firebird.conf  (see Optimized Configurations  below) to this folder.

Then, go to the Bin folder and then use the Run As Administrator  option to run the batch file with
the architecture you need.

¥ For Firebird 2.5 Ð run install-superclassic.bat .
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¥ For Firebird 3.0 and higher Ð set parameter ServerMode=Super and run install_service.bat .

Of course, you can choose the SuperServer for 2.5 or Classic architecture for 3.0 if you know what
you need.

As a result of running the command file, Firebird of the selected architecture will be installed and
run as a service.

You can make sure the Firebird service is installed and running in the Services  snap-in
(services.msc  in command prompt):

Figure 19. Firebird Service.

In this example, Firebird is installed in the folder H:\Firebird\Firebird-2.5.5.26928-0_x64  and
running as a service with the SuperClassic architecture.
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2.4. Installing HQbird Server on Linux
To install HQbird Server Side on Linux, you need to download HQbird ServerSide for Linux with
built-in Firebird of the appropriate version from the link https://ib-aid.com/en/download-hqbird/

Depending on your version of Firebird, you need to download one of 4 files:

¥ install_fb25_hqbird2024.sh

¥ install_fb30_hqbird2024.sh

¥ install_fb40_hqbird2024.sh

¥ install_fb50_hqbird2024.sh

You must be root or sudoer to install HQbird on Linux!

General prerequisites : install java version 1.8  before installing HQbird! We recommend
OpenJDK, but OracleÕs Java is also fine.

2.4.1. Installation of HQbird with Firebird 2.5 on Linux

1. Uninstall all previously installed Firebird versions before running this installer. Make sure you
donÕt have Firebird installed from repositories!

2. Apply execution rights to the installation package:

chmod +x install_fb25_hqbird2024.sh

3. Run installation script install_fb25_hqbird2024.sh . It will install Firebird into /opt/firebird  and
HQbird into /opt/hqbird

4. By default, Firebird 2.5 is installed as Classic. We recommend to install it as SuperClassic Ð for
this run script /opt/firebird/bin/changeMultiConnectMode.sh  and choose thread

Next steps:

1. Please note that Firebird 2.5 will be installed with SYSDBA/masterkey

2. You can stop/start Firebird 2.5 with command service firebird stop  or service firebird start .
Check is it running with command ps aux | grep firebird

3. You can stop/start HQbird with command service hqbird stop  or service hqbird start . Check is
it running with command ps aux | grep dataguard

4. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

5. Choose ÒI have HQbirdÓ and register HQbird with the email and password you have received
from IBSurgeon Deploy Center.

6. If necessary, follow steps to setup!Ñ!or see the appropriate chapter of this Guide.
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2.4.2. Installation of HQbird with Firebird 3.0 on Linux

Prerequisites : make sure you have libtommath , libncurses5-dev  and ICU  installed (there will be
an appropriate error message if they are not installed).

1. Uninstall all previously installed Firebird versions before running this installer

2. Apply execution rights to the installation package:

chmod +x install_fb30_hqbird2024.sh

3. Run installation script install_fb30_hqbird2024.sh . It will install Firebird into /opt/firebird  and
HQbird into /opt/hqbird

4. By default, Firebird 3.0 is installed as SuperServer. Keep it.

5. Firebird 3.0 will be installed with SYSDBA/masterkey

Next steps:

1. You can stop/start Firebird 3.0 with command service firebird-superserver stop  or service
firebird-superserver start . Check is it running with command ps aux | grep firebird

2. You can stop/start HQbird with command service hqbird stop  or service hqbird start . Check is
it running with command ps aux | grep dataguard

3. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

4. Choose ÒI have HQbirdÓ and register HQbird with the email and password you have received
from IBSurgeon Deploy Center.

5. If necessary, follow steps to setup!Ñ!or see the appropriate chapter of this Guide.

2.4.3. Installation of HQbird with Firebird 4.0 on Linux

Prerequisites : make sure you have libtommath  and ICU  installed (there will be an appropriate
error message if they are not installed).

1. Uninstall all previously installed Firebird versions before running this installer

2. Apply execution rights to the installation package:

chmod +x install_fb40_hqbird2024.sh

3. Run installation script install_fb40_hqbird2024.sh . It will install Firebird into /opt/firebird  and
HQbird into /opt/hqbird

4. By default, Firebird 4.0 is installed as SuperServer. Keep it.

5. Firebird 4.0 will be installed with SYSDBA/masterkey

Next steps:
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1. You can stop/start Firebird 4.0 with command service firebird-superserver stop  or service
firebird-superserver start . Check is it running with command ps aux | grep firebird

2. You can stop/start HQbird with command service hqbird stop  or service hqbird start . Check is
it running with command ps aux | grep dataguard

3. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

4. Choose ÒI have HQbirdÓ and register HQbird with the email and password you have received
from IBSurgeon Deploy Center.

5. If necessary, follow steps to setup!Ñ!or see the appropriate chapter of this Guide.

2.4.4. Installation of HQbird with Firebird 5.0 on Linux

Prerequisites : make sure you have libtommath  and ICU  installed (there will be an appropriate
error message if they are not installed).

1. Uninstall all previously installed Firebird versions before running this installer

2. Apply execution rights to the installation package:

chmod +x install_fb50_hqbird2024.sh

3. Run installation script install_fb50_hqbird2024.sh . It will install Firebird into /opt/firebird  and
HQbird into /opt/hqbird

4. By default, Firebird 5.0 is installed as SuperServer. Keep it.

5. Firebird 5.0 will be installed with SYSDBA/masterkey

Next steps:

1. You can stop/start Firebird 5.0 with command service firebird-superserver stop  or service
firebird-superserver start . Check is it running with command ps aux | grep firebird

2. You can stop/start HQbird with command service hqbird stop  or service hqbird start . Check is
it running with command ps aux | grep dataguard

3. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

4. Choose ÒI have HQbirdÓ and register HQbird with the email and password you have received
from IBSurgeon Deploy Center.

5. If necessary, follow steps to setup!Ñ!or see the appropriate chapter of this Guide.

2.4.5. Installation of HQbird without Firebird on Linux

If you donÕt want to change the existing Firebird installation, please run the following command:

install_fb4_hqbird2024.sh Ð-nofirebird
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It will install HQbird without Firebird binaries.

! Please note, that advanced features (replication, multi-thread support, encryption,
authentication) require HQbird with Firebird binaries!

2.4.6. Firewall settings

Make sure these ports are allowed in your firewall configuration:

¥ 3050 - Firebird;

¥ 3051 - events Firebird

¥ 8082 - web-console DataGuard

¥ 8083 - monitoring

¥ 8721 - Passive FTP

¥ 40000-40005 - FTP passive ports

¥ 8720 - active FTP

¥ 8722 - socket server

¥ 8765 - license server

These ports can be changed in /opt/firebird/firebird.conf  (RemoteServicePort),
/opt/hqbird/conf/network.properties  (server.port) and /opt/hqbird/conf/license.properties
(serverlicense.port).

Make sure to allow these ports in your firewall configuration.

"
Attention!

After upgrade, make sure that there is only the one copy of HQbird is running! If
there are 2 copies, stop them ( service hqbird stop  for the first and kill <process-
number> for the second instances) and start it again.
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2.5. Upgrade existing HQbird version
HQbird installer on Windows (from v 2018R2) and on Linux (from v 2018R3) supports automatic
upgrade of the configuration of already installed HQbird version 2017R2 and later.

If HQbird installer will notice the previous version of HQbird, it will ask you to confirm the
upgrade, and in case of the positive answer, it will stop Firebird, HQbird and upgrade their files.

Figure 20. Warning about upgrade.

Figure 21. Warning about restart of currently running HQbird FBDataGuard.

The configuration will be retained!Ñ!it means that firebird.conf , aliases.conf  or databases.conf ,
securityX.fdb , and HQbird configuration files will not be deleted (HQbird configuration files will be
upgraded to the new configuration version).

The upgrade does not change the Windows service settings for Firebird and HQbird Ð it means that
if you have changed ÒRun AsÓ properties of the service, they will be retained.

! After upgrade on Linux Firebird and HQbird must be started manually!

"

After upgrading HQbird, open the web-console and choose in the right upper
corner: ÒRefresh HQbird web-consoleÓ. It is necessary to clean the cache of
JavaScript part of the application.

Please note!Ñ!if you are installing HQbird 2024 over the old version of HQbird on Windows, the
dialog with installation options will be shown as disabled, because we cannot automatically
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upgrade from 2.5 to 3.0, 4.0 or 5.0, and installer can only upgrade the same components. If you need
a different installation, remove old version of HQbird from the computer prior installing 2024.

Figure 22. An example of the disabled components selection dialog in case of upgrade.
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2.6. Registration of HQbird

2.6.1. How to activate HQbird

To activate HQbird, you can either use a separate utility included in the server and administrator
packages for Windows, or use the registration mechanism embedded into the HQBird Firebird
DataGuard web interface (for Windows and Linux), or run any tool from the administrator
software and use the built-in activation wizard.

The activation wizard looks and works the same in the tools and in the activation tool. It is enough
to perform activation once on any computer that can connect to the server where HQbird
ServerSide is installed.

You can launch the registration utility from the Start  menu (IBSurgeon\HQbird Firebird
Admin\HQbird):

Figure 23. HQbird registration helper.

If you click the Register  button (or Re-Register for repeated registration), you will see the activation
wizard:
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Figure 24. HQbird activation window.

After that, specify the IP address  or the computer name  of the server HQbird is installed on in the
upper input field and click Connect to HQbird Server . If you started registration utility on the
same computer with HQbird Server, it will be ÒlocalhostÓ, otherwise!Ñ!some remote address.

Then enter your registration data. If you have a license, enter your e-mail address and password
that you used to register with the IBSurgeon Deploy Center and click Activate .

!
If you have no license, choose Trial license, specify your e-mail address and click
Activate . You will be automatically registered and the password will be sent to
your e-mail address.

Right after you click Activate , the registration wizard will try to connect to the IBSurgeon Deploy
Center () and obtain a license. If it succeeds, you will see the corresponding message. If there are
any problems, you will see the error message.

If you forget the password, click the Forgot passwordÉ  button and it will open the browser with
the password recovery form.

If you need to purchase a new or additional license or renew your subscription, click Purchase.

Click Close this window  after the registration is over.

Internet Activation via a Client Computer

If the server with HQbird Server does not have access to the Internet, you can still activate it via the
Internet: you can install HQbird Administrator on any client computer with Windows that has both
access to the Internet and access to the HQbird Server and perform activation.
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Run HQbird Register tool and enter there: IP address of your server (or, server name!Ñ!for
example, mylinuxserver), email and license, and click Activate:

Figure 25. HQbird activation window.
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2.6.2. Offline Activation

If the server and all client computers have no access to the Internet, you should use offline
activation. To do it, click Offline activation tab and follow instructions there. In case of any troubles
please contact.
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2.6.3. Activation in web interface

Figure 26. Activation in web interface.
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2.7. Configuring firebird.conf for the best performance
HQbird includes set of optimized configuration files for all Firebird versions from 1.5 to 5.0 Ð they
are located in HQbird\Configurations .

If you did not perform a justified tuning of firebird.conf  or you are using default firebird.conf ,
consider to use one of the optimized files from this collection.

There are three variants of Firebird configuration files for every Firebird architecture: balanced,
read-intensive and write intensive. We always recommend to start with balanced firebird.conf .
Then we recommend to measure actual ratio between reads and writes using HQbird MonLogger
tool (tab ÒAggregated Performance StatisticsÓ). In 90% of cases there are much more reads than
writes, so the next step is to try read-optimized firebird configuration file.

Firebird configuration greatly depends on the hardware, so if you want to tune Firebird properly,
please also read ÒFirebird Hardware Guide Ó, it will help you to understand what parameters must
be tuned.

For the deep tuning of high-load Firebird databases IBSurgeon offers Firebird Database
Optimization Service: https://ib-aid.com/en/firebird-interbase-performance-optimization-service/

Also, HQbird FBDataGuard analyses the database health and sends alerts with intelligent
suggestions to increase specific parameters in firebird.conf , like TempCacheLimit or LockHashSlots.

"

Attention!

If you have specified many page buffers in the header of your database and
installed SuperClassic or Classic, it can affect Firebird performance. To avoid the
potential problem, set page buffers in the header of your database to 0, it will
ensure that the value from firebird.conf  will be used:

gfix Ðbuff 0 Ðuser SYSDBA Ðpass masterkey disk:\path\database.fdb
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Chapter 3. Jobs, monitoring and
maintenance configuration in FBDataGuard
Please follow these steps:

1. Make sure that you have Firebird 2.5.5 or later, and it is working;

2. HQbird FBDataGuard service is installed and running

a. You can check it using Services applet in Control Panel (right-click on ÒMy ComputerÓ,
choose ÒManageÓ, then ÒServices and ApplicationsÓ, ÒServicesÓ and find in the list
ÒFBDataGuard AgentÓ)

b. At Linux you can check it with command ps aux | grep dataguard .

3. Make sure the FBDataGuard port is accessible (8082) and it is not blocked by firewall or any
other antivirus tools. If necessary, adjust port in FBDataGuard configuration file (see Adjusting
web-console port ).

3.1. Launch web-console
To open web-console type in your browser http://localhost:8082  or use IP address of your server
with installed HQbird ServerSide.

Or you can choose in ÒStartÓ menu IBSurgeon Ý FBDataGuard .

3.1.1. Supported browsers

FBDataGuard web interface works correctly with Firefox, Chrome, Safari, Microsoft Edge and
Internet Explorer 11.

3.1.2. Error message regarding webs-site certificate

If you have configured FBDataGuard to use https, the browser will indicate that this web-site is not
safe, and it will recommend leaving web-site. This message is caused by the default security
certificate for FBDataGuard web-console.

Please ignore this message and click to open FBDataGuard web-console.

It will ask you for username and password (login dialog can be different for Firefox, Safari or
Chrome).

Chapter 3. Jobs, monitoring and maintenance configuration in FBDataGuard

55

http://localhost:8082


Figure 27. Enter username and password for FBDataGuard web-console.

"
Attention!

Default username/password for HQbird FBDataGuard is " admin"/"strong
password " (without quotes).

3.1.3. Auto discovery feature of FBDataGuard

At the first launch FBDataGuard will check computer for installed Firebird servers. FBDataGuard
for Windows search registry for Firebird records, FBDataGuard for Linux checks default locations
of Firebird installations.

FBDataGuard will show the list of all Firebird copies installed, but only the one instance of Firebird
can be monitored by FBDataGuard. Choose it by clicking [!Add Firebird engine to monitoring >>!]

If you donÕt see Firebird instance in auto discovery list, you can choose [!Add custom >>!]  and
configure instance parameters manually.
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Figure 28. Auto discovery feature of HQbird.
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3.2. Overview of web-console.

3.2.1. Parts of web-console.

FBDataGuard Web-console contains 7 tabs (in the left side of the screen, usually they are collapsed):

¥ Dashboard !Ñ!it is the main tab where administrator can configure HQbird FBDataGuard and
see server and databases statuses.

¥ Alerts !Ñ!contains the full list of alerts, generated by FBDataGuard.

¥ FTP active sessions!Ñ!display information about active FTP sessions.

¥ Registration !Ñ!license and registration/activation information.

¥ Graphs gallery !Ñ!performance graphs.

¥ Performance !Ñ!performance monitoring settings and performance reports.

¥ Speed test

3.2.2. Jobs

Web-console is intended for easy configuration of activities (called ÒjobsÓ) which are fulfilled by
HQbird FBDataGuard.

Almost all FBDataGuard jobs have 2 purposes: the first is to monitor for some values and to raise
alerts if necessary, and the second is to store historical values into logs, so later itÕs possible to see
the dynamics of important parameters of Firebird server and database.

In this section we will consider general configuration of jobs parameters, but not an analysis of
gathered logs.
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3.2.3. Jobs widgets

General approach is the following: each activity is represented by a ÒwidgetÓ, which has the
following parts:

Figure 29. Elements of FBDataGuard web-console widget.

Status!Ñ!it is indicated with color icon and name. Status of database is a summary of all included
server-level jobs and databases' statuses, and, respectively, status of database is a summary of all
database-level jobs.

3.2.4. Status types

CRITICAL  means problems, OK means ÒEverything is fineÓ, WARNING  means some issues which
require attention, MAJOR means major issue, MINOR  Ð minor issue, MALFUNCTION  means that
jobs was not succeeded (something prevents its execution), NOT_AVAILABLE  means that job is not
available in this server or database version.

OFF means that job is not active, UNKNOWN  means that job is active but was not started yet, so
actual results are unknown.

Job name  indicates the name of activity.

¥  Configuration button opens configuration dialog, which is individual for each job.

¥  Starts the job immediately.

¥  Resolved is the link to flush the status to UNKNOWN and forgot errors which were
discovered previously. The status will be updated according the current situation after the next
execution of the job.

Last run  shows the time after the last run of this job.

Period/Schedule to run  shows how often or when the job will be started.

More>>  is the link which opens the widget and shows more details and suggested action for
administrator to resolve the situation.
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All jobs in FBDataGuard have default settings, which are very close to recommended values for the
80% of Firebird installations, so after initial configuration server and database will be protected at
pretty good level comparing with default installation, however, we recommend additional
configuration and tuning for every job. In the next sections we will consider each job and its
configuration.
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3.3. Firebird server configuration in FBDataGuard

3.3.1. Firebird server registration

To register auto-discovered server, you need to click at [!Add Firebird engine to monitoring>>!]
and then adjust auto-discovered settings.

!
Note: to use Windows Trusted Authentication (by default itÕs off), you need to be
sure that libraries jaybird30.dll  and fbclient.dll  (from appropriate Firebird
version) are in searchable Windows paths.

When installing under Windows, if the option to automatically register the master/replica is
selected, the server will be added automatically. In this case, you can skip this step.If the option to
automatically register a replica is selected, then the database will be added in addition.

LetÕs consider what can you see in the Server dialog (and, normally, you donÕt need to change
them):

Installed in Firebird installation folder

Binary folder Firebird bin folder (for Firebird 3 or higher
on Windows Binary folder is the same as the
installation folder)

Host name of the server, usually localhost

Port network port for Firebird, according
firebird.conf  settings

Use trusted auth use trusted authentication, by default it is off

SYSDBA login name of SYSDBA user, usually it is SYSDBA

SYSDBA password password for SYSDBA

User for Services API
Password for Services API user
Server authentication plugin list
Output directory

Folder where backups, statistics and gathered
logs will be stored
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Figure 30. Register server in HQbird FBDataGuard.

By default ÒOutput directoryÓ for Firebird server is ${agent.default-directory}/${server.id} , it
corresponds to C:\HQbirdData in case of a default installation.

It can be not very convenient, so we recommend pointing FBDataGuard output directory to more
simple path, usually located at disk where backups are intended to be stored, for example
F:\myserverdata .

After clicking ÒSaveÓ FBDataGuard will populate default configurations files and immediately start
analysis of firebird.log . It can take a while (for example, 1 minute for 100Mb firebird.log ). After
that you will see initial web-console with registered Firebird server:
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Figure 31. HQbird FBDataGuard with registered Firebird server.

FBDataGuard shows alerts and statuses of monitored objects: if everything is fine, it shows green
signs, otherwise there will be yellow or red notifications.

Below we will consider in details each monitored objects and its settings.

!
Note: you cannot delete registered Firebird server in FBDataGuard web-console.
The only way to unregister server is to delete its configuration files. In general,
there is no reason for deleting registered server, until you want completely
uninstall FBDataGuard.

3.3.2. Server: Active server

Server: Active server widget shows summarized status of all server-level jobs and statuses of
monitored databases.

Server: Active server also indicates Firebird currently running or not and shows detailed version
of Firebird and HQbird.

If you click on configure  link, you will see the same dialog that we have used to register Firebird
instance in FBDataGuard, and now it can be used for changing Firebird instance properties:
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In general, there is no need to edit Firebird server details after the registration, until you are not
reinstalling Firebird!Ñ!but in this case we recommend reinstalling HQBird too.

3.3.3. Server: Replication Log

FBDataGuard check replication.log  for errors. In case of error it sends an appropriate alert (by
email) to the administrator.

To enable this job please check ÒEnabledÓ.
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¥ ÒCheck period, minutesÓ!Ñ!how often to check replication.log  for changes

¥ ÒSize to roll, bytesÓ!Ñ!if replication.log  will exceed will value, it will be renamed according
date-time pattern

¥ ÒDate pattern for rollingÓ-- how to rename replication.log

¥ ÒKeep N rolled old log filesÓ!Ñ!how many errors will be stored in the list of the recent errors.

3.3.4. Server: Server log

ÒServer logÓ job periodically checks firebird.log  and if it detects that file was changed, log analysis
starts. The embedded analytic engine checks each entry in firebird.log  and categorizes them into
several categories with different levels of a severity. According the severity of messages status of
job is assigned and appropriate alerts are generated.

Once administrator has reviewed errors and alerts (and performed necessary actions to solve the
reason of error), he need to click on ÒResolvedÓ link and FBDataGuard will forget old error
messages in firebird.log .

In the configuration dialog of ÒServer logÓ you can enable/disable this job and set the check period
(in minutes).
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Also this job watches for the size of firebird.log  and if its size exceeds ÒSize to rollÓ, FBDataGuard
will split firebird.log  and rename it according to the date-time pattern.

3.3.5. Server: Temp files

ÒServer: Temp filesÓ job is useful to catch and solve performance problems with Firebird database.

While performing SQL queries Firebird stores intermediate results for sorting and merging data
flows in temporary files, which are allocated in specified TEMP locations. FBDataGuard shows at
ÒServer: Temp filesÓ widget information about quantity and size of temporary files.

FBDataGuard recognizes locations of TEMP folders and monitors quantity and size of temporary
files. Lack of space can lead to the performance problem or more serious errors, too many (or too
large) temporary files can indicate problems with SQL queries quality.
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Using configuration dialog you can enable/disable this job, set period and thresholds to the
maximum size of temporary files (size of all files) and quantity.

If you see that size of temp files is too high and if there is enough RAM on the server, increase
TempCacheLimit parameter in firebird.conf  to fit all temporary tables into RAM.

Also, HQbird checks other temp files used by Firebird!Ñ!if you see extreme values (several Gb) for
trace or monitor, the good idea will be check the FIREBIRD_TMP folder for outdated files (with old
modification timestamps). Please note!Ñ!the screenshot below is not a real alert (i.e., values are Ok),
it was created to demonstrate the output in case of large temporary files.
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3.3.6. Server: Firebird server folder

ÒFirebird server folderÓ jobs monitors size, occupied by Firebird installation. ItÕs enabled by
default.

There are several threats prevented by this job: maladministration issues when database volumes
or external tables are being created in %Firebird%\Bin  folder, very big firebird.log  which can
exhaust all places at drive with Firebird installation, and some other problems.

Also this job monitors and analyses information, gathered by all space-related jobs (including
database-level jobs). At the picture below you can see quick representation of space analysis for all
drives where Firebird, databases and backups are stored.

Using configuration dialog you can enable/disable this job, set period of checking and thresholds for
server folder size.

By default, we use 1 Gb is a standard setting for Firebird installation.

If the size of your Firebird is larger, please consider clean-up of old logs and other unwanted
artifacts, or increase parameter Max occupied  (in bytes) to prevent false alerts.

Note for Linux users : if you see red warning regarding the inconsistent space information, add
locations with database and backups to Disk Space widget:
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You can get idea where is your database and backup is actually located with command df -h .

3.3.7. Server: HQbird Output Folder

ÒHQbird output folderÓ monitoring is intended to watch space occupied by reports, logs, stats,
metadata repository and other data, gathered and generated by HQbird!Ñ!this folder by default is
C:\HQbirdData\output .

For databases unattended for a long time (1-2 years) it is possible that FBDataGuard logs will
occupy too much space and lack of space can lead to database outage. To prevent it for sure,
ÒHQbird output folderÓ is watching for occupied space.

By default, ÒHQbird output folderÓ job is enabled.

Also, if someone has ignored recommendations to put backupsÕ folders to the explicit locations, it is
possible that database backup will be created inside Agent folder. In this case youÕll see CRITICAL
status immediately!Ñ!FBDataGuard will recognize and warn you regarding wrong configuration.

And, this job is useful for bundles of FBDataGuard and third-party applications.

In the configuration dialog you can enable/disable this job, set check period (by default it is 10
minutes), and set thresholds for alerts.

Thresholds can be set in % of max size occupied by log or using the explicit size in bytes.

FBDataGuard checks both values and raises alert for the first threshold. If you wish to set % only,
you need to set -1 as value to ÒMax occupiedÓ.
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3.4. Database configuration in FBDataGuard

3.4.1. Firebird database registration

The list of databases monitored by FBDataGuard is in the ÒDatabasesÓ section.

To register database in FBDataGuard, you need to click at the symbol ÒPlusÓ in the right corner of
ÒDatabasesÓ (there will be a hint ÒAdd databaseÓ) and fill the following form:
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Figure 32. Add database to monitoring.

¥ ÒDatabase nick name Ó is for your convenience, it is used to refer this database in alerts and
email messages.

¥ ÒDB alias Ó is a database alias from aliases.conf  or in databases.conf . If you specify both ÒDB
AliasÓ and ÒPath to databaseÓ, ÒDB AliasÓ will be used.

¥ ÒPath to database Ó is the local path to database (remember that FBDataGuard should work at
the same computer with Firebird). If you are putting database on external drive, it can raise
error ÒFileÉ has unknown partitionÓ. To fix it you need to click on ÒConfigureÓ at Server widget
and click ÒSaveÓ to make FBDataGuard re-read partitions.

¥ ÒOutput folder (backups and logs) Ó is the folder where FBDataGuard will store backups, logs
and statistics for this database. If you do not select HQbirdData folder during the installation,
and if you do not specify output folder for the server, itÕs a good idea to specify ÒOutput folderÓ
to some explicit location like F:\mydatabasedata.

¥ ÒEnable advanced monitoring Ó!Ñ!see Advanced Monitor Viewer

! You can specify exact absolute locations for backups and statistics later in
appropriate dialogs.
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You can see the list of databases available for registration or their aliases by clicking on the link
View database aliases .

Figure 33. Available database aliases.

After registration, FBDataGuard will populate database configuration with default values and then
show web-console with registered database:

Figure 34. HQbird FBDataGuard web console after adding a database.

You can adjust database settings later; now letÕs proceed with alerts setup.
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3.4.2. Database: Configure

FBDataGuard can monitor several databases at the single server (up to 80 databases). For each
database the separate widget is created. At the top widget database status is shown, database
nickname (itÕs specified during database adding and can be changed). Also database widget shows
the full path to the database, its size, status of backups and the number of currently connected
users.

Using configuration dialog you can set database nickname, path to database and output folder for
the database (to store logs and jobs results).
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FBDataGuard checks the validity of path to database and it does not allow specifying the wrong
path.

Also, for HQbird Enterprise, in the database widget you can see status of the replication and
configure replication by clicking on the icon. Please read more details in the replication
configuration section.

Since HQbird 2020, the database widget in HQbird also shows the encryption status of the database.

3.4.3. Database: Transactions

ÒDatabase: TransactionsÓ job is intended to log transactions activity. It monitors 2 important
intervals: difference between Oldest Active Transaction and Next transaction and gap between
Oldest Snapshot and Oldest Interesting.

If these intervals are out of the frames of the specified threshold, it means problem with
transactions management.

These logs can be analyzed to get helpful insight regarding database performance and application
quality (see more information here http://ib-aid.com/en/articles/ibanalyst-what-you-can-see-at-
summary-view/ ).

This job also monitors the implementation limit in Firebird: maximum transactions number in
Firebird versions before 3.0 should be less than 2 31-1. Near this number database should be backup
and restored. It will throw an alert if transaction number will be close to the restrictions.

Also, the transaction dynamics is shown on the tab ÒGraphs galleryÓ:
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3.4.4. Database: Lockprint

ÒLockprintÓ job monitors the information from the lock table of Firebird. It is very important for
architectures Classic/SuperClassic and useful for SuperServer.

The lock table is an internal Firebird mechanism to organize access to the objects inside Firebird
engine. HQbird monitors the important parameters of the lock table:
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¥ Check period, minutes !Ñ!how often HQbird analyses lock table. 3 minutes is an optimal
interval.

¥ Deadlock Scans delta threshold !Ñ!deadlock scan is a process, started by Firebird engine, in
case of a long response delay from the one of the threads. If a number of deadlock scans is high,
it means that Firebird is heavily loaded. The value is accumulated since the Firebird engine
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start. The default value is pretty big Ð 12345, so if it is exceeded, it means that database
performance is poor.

¥ Deadlock threshold !Ñ!if Firebird engine finds the true deadlock during the deadlock scans, it
increases this value. Please note: true deadlocks are very seldom. DonÕt confuse them with
transactions' conflicts (Òdeadlock. Lock conflict on nowait transactionÓ etc).

¥ Mutex Wait threshold !Ñ!Mutex Wait is a parameter of lock table which implicitly indicates the
conflicts for the resources. The higher mutex wait, the more competition exists inside the
engine for the resources. By default, the mutex wait threshold is set to 18%, but this value is not
universal for all databases. The good approach is to watch for the mutex values during 1-2
weeks and then set the highest value seen during this period. Mutex wait graph is available in
Mutex Wait gallery.

¥ Hash slots alerts . Lock table header has a parameter ÒHash lengths (min/avg/max): 0/0/4Ó, it
shows the lengths in the lock table. It is important to keep these values as low as possible, so
HQbird monitors them and suggest, how to improve the situation, if hash length is more than
specified in this job.

¥ Owners limit.  ÒOwnersÓ is a number of connections established to the specified database. In
fact, this is the fastest way to get the actual number of connections to the database with the
minimum load to the database!Ñ!other ways like request to MON$ATTACHMENTS or isc_tpb_database
have various disadvantages. The limit here should be set according the actual peak number of
connections. For example, if you are sure that peak number of the connections to your database
is 500, set 550 as Owners limit, and if at some moment the load will increase, you will not miss
that moment.
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¥ Free owners limit . ÒFree ownersÓ is the value between the peak number of owners and current
number of owners. If you see Free owners = 0 , it means that number of connections grows
steadily since the Firebird start. If you see high number of Free owners, it can be sign that many
connections were disconnected recently.

¥ Lock table size . The lock table size is an implicit indicator of the load to the system. Normally,
lock table size should be stable. Also, it is recommended to set the initial lock table size to the
value it has after some active work period!Ñ!though the lock table is enlarged on demand, the
re-allocation process is a heavy operation and can lead to micro-freezes in database responses.
Lock table graph is useful to determine the proper initial value.

¥ Lock table queue . Lock table queue does not have the explicit threshold in Lockprint job, but
its values are collected and shown in ÒGraphs galleryÓ. Lock table queue is an indicator of a
general load.
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3.4.5. Database: Index statistics recalculation

ÒDatabase: Index statistics recalculationÓ is an important job which helps to keep performance of
indices at optimal level, and performs additional checking of a database health.

ÒDatabase: Index statistics recalculationÓ allows to run re-computing of indices selectivity values.
During this procedure Firebird quickly walks through leaf pages of indices, and renews statistics
about selectivity. By visiting these pages Firebird also verifies their integrity and if index is
corrupted, the warning will be thrown.

Also, this job verifies that all indices are active in database. Inactive or non-activated indices
usually indicate corruption and lead to performance degradation.

By default this job is disabled, but we recommend enabling it after careful selecting of indices for
the recalculation.

There are three modes in this job: AUTO, ALL, SELECTED.

ALL is the mode where all indices will be checked.

AUTO is the default mode. It is very similar to ALL, but it also checks the size of database and do not
touch indices if database is bigger than 3.6Gb.

Chapter 3. Jobs, monitoring and maintenance configuration in FBDataGuard

79



SELECTED is the recommended mode. It allows choosing of indices which should be recomputed or
those which should be avoided.

To include indices into the list of recomputed, you need to specify indices names (divided by
comma), and to exclude Ð perform the same in the appropriate field.

As you can see at configuration dialog screenshot, there are fields to enable/disable job, to set
update mode, and to include or exclude indices. ÒCheck index activityÓ switch should be always on,
until you are not performing special manipulations with inactive indices.

3.4.6. Database: Verified Backup

ÒDatabase: Verified BackupÓ is one of the key jobs to guarantee the safety of data stored in the
protected database. During the development of HQbird we had in mind certain recovery scenario,
and this scenario implies that the key goal of database protection is to minimize potential losses of
data. If we have healthy backup, recovery can be concentrated on saving the most recent data (just
entered into the database), and it greatly decreases the time of overall outage.

As you will see below, ÒDatabase: Verified BackupÓ is not just a wrapper for standard gbak
functionality and scheduler, this is a smart job which has many built-in rules to prevent problems
with backups and provide suitable interface for backups management.

" ÒDatabase: Verified BackupÓ is disabled by default , but we strongly recommend
reviewing of its settings immediately after HQbird setup.
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Initially ÒDatabase: Verified BackupÓ job is shown as Ok, though backup was not tried. In this case
OK means that backup at least scheduled.

Also this job recognizes files according the name pattern (see below information regarding
configuration), and shows the totals number of backups.

After the backup will be done, the widget information will be changed: creation time of last
successful backup will be shown, and also the time took to actually perform the backup (only 1
minute 12 seconds at the screenshot with example).

Also, the detailed alert will be send to your email and/or HQbird Control Center:

ÒDatabase: Verified BackupÓ checks the free space at the drive with backup destination, and if it
detects that there is not enough free disk space, CRITICAL alert will be sent, and current backup
will be canceled (if necessary).

!

Be careful!Ñ!by default backup time is set to 23-00 Monday-Sunday .

By default, database backups will be stored into the output folder that you have
specified during installation step! By default, it is C:\HQbirdData\output...

It is very important to carefully review database backups settings and adjust them
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according the local configuration!

LetÕs consider the configuration dialog for backup in more details:

¥ ÒEnabledÓ is obvious Ð it enables or disables scheduled backups

¥ In the ÒScheduleÓ field you can set the time when backup should be run. Scheduler uses CRON
expression and this is a right place to apply all the power of CRON (see CRON Expressions).

¥ ÒBackups folderÓ  specifies the folder to store backups. This folder should be at the same
computer where database is. By default, it is situated inside database default directory. Usually
itÕs a good idea to set the explicit path to the folders with backups.

¥ ÒMaximum number of backup files in folderÓ  specifies how many previous backups should
be stored. FBDataGuard stores backups in revolver order: when the maximum number will be
reached (i.e., 5 backups will be created), FBDataGuard will delete the oldest backup and create
the new backup. In combination with CRON expressions it gives a powerful ability to create
necessary history of backups.

¥ ÒBackup name patternÓ  specifies how backup files will be named. Also this name pattern
allows FBDataGuard to recognize old backups with the same name pattern.

¥ ÒBackup extensionÓ  is .fbk  by default.

¥ ÒCompress backupsÓ  specifies should FBDataGuard archive backups after regular Firebird
backup. By default, this option is on, but you need to know that FBDataGuard will zip backupsÕ
files which are less than 100 Gb in size. After that size, the backup compression will be
automatically switched off. We recommend to turn this feature on for small databases only.

¥ ÒCheck restoreÓ  is an important option. If it is on (by default), FBDataGuard will perform test
restore of fresh backup, in order to test its validity. It guarantees the quality of created backup
and notifies administrator in case of any problems with test restore.

¥ ÒRemove restoredÓ  specifies should FBDataGuard delete restored database. By default it is OFF,
so you might want to turn it ON, but you need carefully consider Ð do you really need to keep
the copy of test restored database. With each test restore this copy will be overwritten.

¥ ÒUse multiple cores to backup and test restoreÓ !Ñ!this feature is for HQbird Enterprise only,
it allows to backup database and restore test database using multiple CPU cores, so backup can
be made 3-5 times faster. We recommend to allocate 1/2 of CPU cores.

¥ ÒSend "Ok" reportÓ !Ñ!by default it is off, but itÕs strongly recommended to turn it ON and start
to receive notifications about correct backups. This feature will use email settings from alerts
system
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If we will click on button [!More>>!] , the advanced backup options will appear:
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¥ ÒBackup (gbak) timeout, minutesÓ !Ñ!maximum time to complete only backup ( gbak -b )
operation, otherwise alert will be generated.

¥ ÒRestore (gbak) timeout, minutesÓ !Ñ!maximum time to complete test restore operation.

¥ ÒFinal destination folder for backupsÓ !Ñ!if you need to make backups into the one folder, and
then move created backup to another folder (for long-term storage, for example), you can
change the value of this parameter from ${backup-directory}  to the folder where you will keep
them. Backup files in both locations are watched by HQbird FBDataGuard, and included into the
count of backup copies shown in the widget.

¥ ÒCopy backupÓ switch and ÒCopy backup toÓ  path. If you have network location or plugged
USB drive to store database where you want to store copy of backup (in addition to usual
backups), FBDataGuard can copy the latest backup there: just turn on ÒCopy backupÓ switch and
specify ÒCopy backup toÓ  path. The copied files are not monitored and not included into the
number of backup files shown in the widget.

¥ ÒExecute shell commandÓ  switch and ÒShell commandÓ  path. It is possible to specify custom
script or executable after the general backup procedure will be complete. Shell command gets
as the path to the fresh database backup as a parameter.
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¥ ÒOptional path to gbak executableÓ !Ñ!it is possible to specify other gbak tool than standard
gbak.

¥ ÒBackups option for gbakÓ !Ñ!if you need to add some specific options, add them here.

¥ ÒRestore options for gbakÓ !Ñ!if you need to add specific options for test restore, add them
here.

! If you are monitoring more than one database, it is highly recommended splitting
the runtime of the restores.

Important Note: Backup to the network locations

Please be aware that for creating and copying backup to the network locations Firebird and
FBDataGuard services must be started under the account with sufficient rights. By default, Firebird
and FBDataGuard are started under LocalSystem account, which does not have rights to access
network location.

So, to store Firebird backups to the network location on Windows, run Services applet (
services.msc ) and on the tab Log On change ÒLog on asÓ to the appropriate account (Domain Admin
should be fine).

For Linux!Ñ!add necessary rights for ÒfirebirdÓ user.

3.4.7. Database: Incremental Backup

Incremental backup is a job to schedule and manage incremental backups in Firebird.

Please note that we recommend to use incremental backups only in combination with verified
backups, since incremental backup performs coping of database pages changed since the last
backup (in case of multilevel incremental backup).

HQbird FBDataGuard implements 2 types of multilevel incremental backup: Simple and Advanced
incremental backups, and also Dump backup (see Database: Dump backup ).

Multilevel backup in Firebird must follow the following steps:
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1. Create initial backup (level 0) which essentially is the copy of the database at the moment of
backup start and mark it with backup GUID.

2. Since Firebird marks each data page with a certain identifier at every change, it is possible to
find data pages, changed from the moment of previous backup and copy only them to form
backup of level 1.

3. It is possible to create several level of the backups Ð for example, the initial backup (full copy,
level 0) is being created every week, every day we create level 1 (differences from the level 0),
and at every hour we create level 2 backups (differences from daily level 1).

Incremental backup with simple schedule allows planning 3 levels of backups: weekly, daily and
hourly.

You can see summary information for such incremental backup configuration at the following
screenshot of its widget:

In order to setup Simple incremental backup, click on Settings ÒgearÓ of the widget and select
ÒSimple scheduleÓ (selected by default). The following dialog will appear:
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There are 4 main areas in this dialog, letÕs cover them one by one.

The top area is devoted for general settings of the incremental backup Ð they are the same for
Simple and Advanced schedules:

Max duration, sec !Ñ!it limits the maximum duration of backup process, by default is 1 day (86400
seconds).

Minimum free disk space (bytes) !Ñ!minimal size of free disk space to prevent backup to start, by
default ~9Mb

Backup folder !Ñ!where incremental backup for the selected database will be stored. It is necessary
to store incremental backups for each database separately from backups of other databases: i.e., the
separate folder for each database.

It is necessary to specify backup folder with enough free disk space to store all level of backups!
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Journal name !Ñ!file name details information about incremental backups files, for internal use
only.

Path to nBackup !Ñ!it is possible to specify other nbackup tool than standard nbackup (not
recommended).

Backup name pattern !Ñ!pattern for files of incremental backup (no need to change it).

Options !Ñ!additional options for nbackup command line tool (no need to change it).

Do not check existence of backup files !Ñ!this option should be checked if you plan to delete or
more incremental backups to another location.

Do not check GUID chain !Ñ!this option should be checked if you want to skip existence check of
previous levels of incremental backups.

Immediately create non-existing low-level backups !Ñ!by default this option is On. It means that
if you have scheduled the initial start moment of level 1 backup earlier than the initial start
moment of level 0 backup, DataGuard will automatically fix it and create level 0 backup right
before level 1. The following backups of level 0 will be fulfilled according the regular schedule.

Send OK email for levels 0, 1, 2 !Ñ!enable this option to receive notifications about incremental
backups ( highly recommended !)

After setting main set of parameters the schedule itself should be set. As you can see on the
screenshot below, you need to specify day of the week and time to do level 0 (weekly) backup, days
of week and time to start level 1 (daily) backups and hours and minutes of level 3 (hourly backups).

For each backup level you can specify how many files to keep in history.

By default it is set to keep 5 weekly backups, 7 daily and 24 hourly backups.

However, sometimes more flexible schedule is required, for this purpose Incremental Backup
widget has Advanced schedule:
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As you can see, the upper part of the configuration screen is the same as in Simple schedule, and
the difference is in the way how backup levels are scheduled.

Advanced schedule allows to setup up to 5 levels of backup, and plan them with flexible CRON
expressions .

For example, you can setup it to create full copy (level 0) backup every 3 months, level 1 copy every
month, level 2!Ñ!every week, level 3 every day and level 4!Ñ!every hour.

! If you are monitoring more than one database, it is highly recommended splitting
the runtime of the backups.

3.4.8. Database: Dump Backup

This job also utilizes nbackup functionality in Firebird, but unlike multilevel backups, it always
performs a full copy (level 0) of the database. Such job is useful to quickly create a copy of working
database.

The configuration of ÒDatabase: Dump backupÓ is trivial:
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You just need to setup when and where DataGuard should copy a full copy (level 0 incremental
backup), and how many copies it should keep.

3.4.9. Database: RestoreDB

One of the often tasks of the database administrators is restoring database from the backup. There
could be many reason to do restore, the most popular reasons are regular check of the stored
backups and necessity to have fresh restored copy for quick rollback. HQbird FBDataGuard can
automate restoring of backups (which were created with gbak or ÒDatabase: VerifiedÓ backup) with
Database: RestoreDB  job. LetÕs consider the options and parameters of this job.

By default, restore is disabled!Ñ!and, since restoring can be long and resource-consuming job,
please plan when to restore carefully.

The database can be restored from different types of backups. To specify which types of backups
are used during recovery, use the Restore Source  switch.
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Below you can see the configuration dialog for Database: RestoreDB  in nbackup  mode:

In gbak  mode, the configuration dialog for Database: RestoreDB  looks like this:
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¥ ÒScheduled Ó field contains CRON Expressions which defines when to run restore.

¥ ÒGet backup from folder Ó!Ñ!specify the location of backup file(s) to be restored. If you are
restoring backups at the same computer where they have been created, specify the same folder
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as it is in ÒDatabase: Verified backupÓ job. If you are restoring backups from the another
computer, specify the folder where those backups are located.

¥ ÒTake backup not older than, hours Ó!Ñ!this parameter specifies the maximum age of backup
to be restored. If the latest backup file will be older than specified number of hours, RestoreDB
job will send the alert with warning that backup is too old. This is useful for automatic checking
of backups created on the remote computer.

¥ ÒRestore source Ó specifies what types of backups will be used to restore the database.

¥ ÒDatatime pattern for nbackup Ó contains the template for backup names made with nbackup.
It should be the same as Backup name pattern  see Database: Incremental Backup .

¥ ÒTemplate for gbak backup file name Ó contains the template for backup names. It should be
the same as Backup name pattern  see Database: Verified Backup .

¥ ÒBackup gbak file extension Ó!Ñ!by default it is .fbk .

¥ ÒUse NN CPU cores to restore Ó!Ñ!only available in gbak mode.

¥ ÒRestore options Ó!Ñ!only available in gbak mode.

¥ ÒRestore to directory Ó!Ñ!folder where FBDataGuard will restore backups.

¥ ÒRestore with filename Ó!Ñ!template for the restored database file. By default it contains the
following parts

" ${db.id}_{0,date, yyyyMMdd_HH-mm}_testrestore.fdb

" db.id !Ñ!internal identifier of the database (GUID)

" 0,date, yyyyMMdd_HH-mm!Ñ!timestamp

" testrestore.fdb !Ñ!description (You can set there any filename you need).

¥ ÒWhen existing database found Ó!Ñ!if FBDataGuard will encounter a file with the same name
as restored database in the destination folder, by default it will rename the existing file. If you
want to replace old restored file with new one, choose ÒReplace existing fileÓ.

¥ ÒAppend suffix to filename when rename Ó!Ñ!if you have chosen ÒRename existing fileÓ, this
suffix will be used to rename it.

¥ ÒExecute command after restore Ó!Ñ!in this field you can specify an optional path to the
command file or another utility to be started after the restore. There will be 2 parameters
passed: the first is the path to the backup which was just restored, and the second is the path to
the restored file.

¥ ÒRestore timeout, minutes Ó!Ñ!here you can set the time limit for restore operation. If this limit
will be exceeded, the warning will be sent, saying that restore takes too long.

¥ ÒCheck available space before restore (bytes) Ó!Ñ!here you can set the limit for the minimal
free space in the restore destination!Ñ!if there is less free space than specified, restore will not
start, and associated warning will be sent.

¥ ÒNotify on successful restore Ó!Ñ!send email about successful restore (by default it is off, only
alerts about problems will be sent).
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3.4.10. Database: Transfer Replication Segments

The purpose of "Transfer Replication Segments" job is to send replication segments produced by
async replication from master to replica server. In the case of distributed environment of the
asynchronous replication, when the network connection between master and replica server is
unstable, or with high latency, or when servers are in the different geographical regions, the best
way to transfer replication segments will be through FTP or FTP over SSH.

Below we will consider how to setup Cloud Backup for this task.

First, the asynchronous replication master should be configured to save replication segments into
the some local folder!Ñ!by default, it will be ${db.path}.LogArch !Ñ!as it is shown in the example
below:
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Figure 35. Transfer Replication Segments configuration

Then we can setup Transfer Replication Segments  job to monitor this folder for the new
replication segments and upload them to the remote FTP server.

As you can see at the screenshot above, Transfer Replication Segments  job checks folder,
specified in ÒMonitor this folder Ó with an interval, specified in Ò Check period, seconds Ó.
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Please note!Ñ! Transfer Replication Segments  sends files in the order of their names, not dates.

To check that transferred files are valid replication segments, and to support automatic re-
initialization of the replica databases, the checkmark Ò Enable/disable Ó must be enabled.

By default, Cloud Backup compresses and encrypts replication segments before send them. The
default password is Ò zipmasterkey Ó (without quotes), which can be specified in the field next to the
ÒCompress segments Ó checkbox. FBDataGuard creates the compressed and encrypted copy of the
replication segment and upload it to the specified target server.

To disable packing and encryption, uncheck the Ò Compress segments Ó checkmark.

Checkbox ÒSend Ok report Ó!Ñ!send email to the specified in Alerts address every time when
replication segment is uploaded. By default it is off.

As a result, FBDataGuard will upload encrypted and compressed replication segments to the remote
server. To decompress and decrypt them into the regular replication segments, another instance of
HQbird FBDataGuard should be installed on the replica server, and Cloud Backup Receiver job
should be configured!Ñ!see more details in the section Database: File Receiver .

Next, letÕs look at the settings for each file transfer protocol.

FTP/FTPS/FTPS over SSH

There are several types of target servers: FTP, FTP over SSL/TLS, FTP over SSH. When you select the
necessary type, dialog shows mandatory fields to be completed.

You can select up to 5 simultaneous remote servers to upload backups. Below you can see the
configuration dialog for FTP.
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! If you donÕt have FTP installed on the target server with Windows, install
Filezilla!Ñ!it is very popular fast and lightweight FTP-server for Windows.

!
Replication segments will be uploaded to the subdirectory specified in the ÒUpload
to folderÓ. By default, this is /dababase0/${db.id} , where db.id  is the identifier of
the database inside the DataGuard. The replica about this db.id  does not know
anything, so you need to register it manually in ÒUnpack to directoryÓ (see
Database: File Receiver ).

FTP over SSL/TLS
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In order to send files to FTPS, it is necessary to create jks storage with private key file, and specify
path to it in the field ÒKey store fileÓ and password for it in ÒKey store passwordÓ.

See details and example how to create jks file and password here: http://xacmlinfo.org/2014/06/13/
how-to-keystore-creating-jks-file-from-existing-private-key-and-certificate/

FTP over SSH
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To use FTP over SSH with private key authentication, please specify the full path to it in ÒKey store
fileÓ, other parameters are similar to usual FTP.

Socket
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3.4.11. Database: Transfer Files

The purpose of "Transfer Files" job is to send backup files from master to replica server. In the case
of distributed environment, when the network connection between master and replica server is
unstable, or with high latency, or when servers are in the different geographical regions, the best
way to transfer files will be through FTP or FTP over SSH.

Below we will consider how to setup "Transfer Files" for this task.

First, the database server should be configured to save backup files into the some local folder!Ñ!by
default, it will be ${db.default-directory}/backup !Ñ!as it is shown in the example below:
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Figure 36. Transfer File configuration

Then we can setup Transfer Files  job to monitor this folder for the new backup files and upload
them to the remote FTP server.

As you can see at the screenshot above, Transfer Files  job checks folder, specified in ÒMonitor this
folderÓ according to the schedule specified in ÒActivate cron expressionÓ. Please note!Ñ!Transfer
Files sends files in the order of their names, not dates.
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By default, ÒTransfer Files Ó compresses and encrypts backup files before send them. The default
password is Òzipmasterkey Ó (without quotes), which can be specified in the field Ò Encrypt when
compressing Ó. FBDataGuard creates the compressed and encrypted copy of the backup and upload
it to the specified target server.

To disable encryption, uncheck the Ò Encrypt when compressing Ó checkmark.

As a result, FBDataGuard will upload encrypted and compressed files to the remote server. To
decompress and decrypt them into the regular files, another instance of HQbird FBDataGuard
should be installed on the replica server, and File Receiver job should be configured!Ñ!see more
details in the section Database: File Receiver .

Next, letÕs look at the settings for each file transfer protocol.

FTP/FTPS/FTPS over SSH

There are several types of target servers: FTP, FTP over SSL/TLS, FTP over SSH. When you select the
necessary type, dialog shows mandatory fields to be completed.

You can select up to 5 simultaneous remote servers to upload backups. Below you can see the
configuration dialog for FTP.

! If you donÕt have FTP installed on the target server with Windows, install Filezilla
Ð it is very popular fast and lightweight FTP-server for Windows.
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!
Replication segments will be uploaded to the subdirectory specified in the ÒUpload
to folderÓ. By default, this is ${db.id}/ , where db.id  is the identifier of the database
inside the DataGuard. The replica about this db.id  does not know anything, so you
need to register it manually in ÒUnpack to directoryÓ (see Database: File Receiver ).

FTP over SSL/TLS

In order to send files to FTPS, it is necessary to create jks storage with private key file, and specify
path to it in the field ÒKey store fileÓ and password for it in ÒKey store passwordÓ.

See details and example how to create jks file and password here: http://xacmlinfo.org/2014/06/13/
how-to-keystore-creating-jks-file-from-existing-private-key-and-certificate/

FTP over SSH
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To use FTP over SSH with private key authentication, please specify the full path to it in ÒKey store
fileÓ, other parameters are similar to usual FTP.

Socket
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Sending verified and incremental backups through Cloud Backups

Cloud Backup also can be used to send any files to FTP/FTPS/etc. For example, you can setup Cloud
Backup to look for FBK files, produces by Verified Backup Job, and schedule to upload to the remote
FTP server.

It is necessary to remember that number of stored backups should be less than the number of files
to be preserved by Cloud Backup (specified in the parameter ÒHow many files to keepÓ. By default,
Cloud Backup keeps 10 last sent files, and Verified backup has 5 most recent backup files, so it work
Ok, but if you will reduce the number of kept files in Cloud Backup, it will delete extra files
according ÒFilename templateÓ.

The same can be done for incremental backups.

3.4.12. Database: Pump Files

The purpose of the ÒPump FilesÓ task is to transfer files from one directory accessible to the
DataGuard to some other location, usually remote, with the possibility of using various methods
that can be connected to the DataGuard in the form of plugins and selectable in the task
configuration with the ability to set unique for each plugin parameters. HQbird includes two file
transfer plugins: fpt and sftp. There are other file transfer plugins. Transfer plugins are jar  files and
are located in the Firebird DataGuard/plugins  folder.

LetÕs consider the options and parameters of this job.
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Figure 37. Options available for the ftp file transfer plugin.

¥ Filemask to pump !Ñ!whitelist, according to which files are selected for copying. Represent
masks of file names. Must be separated by comma.

¥ Exclude file-mask !Ñ!blacklist is a mask of file names that should be excluded from the
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transfer. The blacklist takes precedence over the whitelist.

¥ Pump method !Ñ!file transfer method (plugin).

Figure 38. Options available for the sftp file transfer plugin.

The algorithm of this task is as follows:

1. At each iteration of the task, a list of files is generated for the directory for monitoring files to be
sent. Masks are used to select the list of files: "Filemask to pump" and "Exclude file-mask".
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2. For each selected file (from the list from step 1, in ascending date order from the lastModified
file), the following is performed:

a. If the packing option is set, the file is packed (if the file is not of zero size). The name of the
packed file is formed by adding a hardcoded extension: .zipfilepump . The file is packed in
the same directory. If the file turns out to be of zero size, the algorithm will consider that the
file has not been completed yet and will interrupt sending the rest of the files with a
corresponding message.

b. The file sending task is configured for one of several possible sending options using optional
plugins (see below). Depending on whether the packing option was enabled or not, the
original or packed file is sent using the specified algorithm (in the current version it is ftp or
sftp).

c. After sending, if the packing option was selected, the packed file is deleted.

d. The original file is renamed by adding the extension .fuploaded .

3. The algorithm proceeds to send the next file from the list. The total number of files sent during
the iteration and their original (unpacked) size are summed up for display in the widget

4. Upon completion of sending all files from the generated list, the directory is revolving cleaned,
from which files are deleted by mask *.fuploaded . That is, a list of all such files is created, it is
sorted by the time of the last modification, and all old ones are deleted, except for the last ÒKeep
NN filesÓ.

Upon completion of sending, if the "Send OK-report on every pump" checkbox is checked, then
the user will be sent a report on the number and size of files sent at the current iteration.

3.4.13. Database: File Receiver

In general, ÒFile ReceiverÓ is designed to decompress files from zip archives, and the most often it is
used in the pair with ÒTransfer Replication SegmentsÓ to transfer archived replication segments.

ÒFile ReceiverÓ checks files in the folder specified in Ò Watch for incoming files in Ó, with interval
equal to ÒCheck periods, seconds Ó. Its checks only files with specified mask according Ò Filename
template Ó (.journal *  by default) and specified extension ( .replpacked  by default). If it encounters
such files, it decompresses and decrypts them with the password, specified in Ò Decrypt password Ó,
and copies to the folder, specified in Ò Unpack to directory Ó.

If the Monitor for reinitialization  parameter is enabled, then the File Listener  will also monitor
files intended for replica reinitialization.
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There are the following additional parameters:

¥ Alert if number of unpacked files more than !Ñ!by default is 30. If there is a long queue of
replication segments to be unpacked, it can be a problem with a replica database, so HQbird
sends alert to attract administratorÕs attention.

¥ Warn if the newest file in unpack folder is older than (minutes) !Ñ!if the most recent file
(usually, replication segment) is too old (more than 360 minutes), the replication process can be
broken, and HQbird sends an appropriate alert.

¥ Send Ok report !Ñ!by default it is Off. If it is On, HQbird sends an email about each successful
unpacking of the segment. It can be too often for replication segments, because they are
arriving every 30-180 seconds, and Ok for normal files like verified or incremental backups.

After setup of Cloud Backup Receiver, configure the replica to look for replication segments: set in
the ÒLog archive directoryÓ the same path as in ÒCloud Backup ReceiverÓ # ÒUnpack to directoryÓ.
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Embedded FTP server

HQbird has embedded FTP server, which is off by default. It is suitable to use embedded FTP server
to receive replication segments.

In order to enable embedded FTP server, it is necessary to edit the ftpsrv.properties  configuration
file, which is located in C:\HQbirdData\config  or /opt/hqbird/ftpsrv.properties

By default, it contains the following:

#path in ftpsrv.homedir must be escaped "ftpsrv.homedir=c:\\ftp\\pub"

# or backslashed for ex: "ftpsrv.homedir=c:/ftp/pub"

ftpsrv.enable = false

ftpsrv.port = 8721

ftpsrv.defuser=admin2

ftpsrv.defpsw=strong password2

ftpsrv.homedir=

It is necessary to change ftpsrv.enabled  to true  and specify the home directory for FTP in
ftpsrv.homedir  parameter. Also, it is recommended to use non-default username and password.

After that, restart FBDataGuard service, and check availability of the FTP.
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"
Attention!Ñ!Linux users!

On the Linux, FBDataGuard service runs under firebird  user, so FTP home
directory also should have permission for user firebird .

3.4.14. Database: Low-level metadata backup

ÒDatabase: Low level metadata backupÓ is one of the key jobs of DataGuard, it ensures database
protection at low level.

First of all, this job stores raw metadata in special repository, so in case of heavy corruption (due to
hardware failure, for example) of database it is possible to use this repository to recover database.

The second purpose of this job is to constantly check all important system tables for consistency.
Every 20 minutes it walks through all important system tables in the database and ensures that
there are no errors at metadata level.

The third purpose is to warn administrator about too many formats for each tables.

There is an implementation limit in Firebird to have 256 formats per table, however even several
formats can greatly increase a chance of hard corruption and can slow down the performance. It is
recommended do not change tables structure at production database and keep only one format per
each table. If itÕs not possible, administrator should try to perform backup/restore more often to
transform all formats into the single one.

3.4.15. Database: Validate DB

Validation of Firebird database requires exclusive access: i.e., no users should be connected during
validation. ÒDatabase: Validate DBÓ job shuts down the database and performs validation of
database, and then turns it on.

By default, this job is OFF.

Please consider carefully, is it possible to provide exclusive access for database. Validation can also
take significant time.

Chapter 3. Jobs, monitoring and maintenance configuration in FBDataGuard

111



Using configuration dialog, you can enable/disable this job, set time to run, set the shutdown
timeout (time to wait before launch validation), and also shutdown mode (FORCE, ATTACH,
TRANSNATIONAL). If you have no deep knowledge n what you are doing, itÕs better to keep default
parameters.

ÒDatabase: Validate DBÓ will send alert with critical status if there will be any errors.

Also, Firebird will write errors into firebird.log , and they will appear in the alerts generated by
<<>> job.

3.4.16. Database: Sweep Schedule

FBDataGuard includes special job to run an explicit sweep, in case if automatic sweep was disabled.
By default, job is disabled.

The recommendation is to schedule explicit sweep with disconnection of long-running transactions
for all databases where such transactions are detected. The recommended period is once per day
(usually during the night, after backupÕs completing).

By default, sweep is set to 00-15, which can be not a good time, because default verified backup
starts at the same time, so better change it.
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Please note: by default, check mark Ò Disconnect connections with long-running active
transactions before sweep Ó is enabled. It means that HQbird will find and disconnect long-
running transactions (more than 300 minutes) before sweep!Ñ!in order to make sweep efficient. If
long-running active transactions will be not disconnected, sweep cannot clean old records versions.

ÒDo not disconnect processes with name pattern Ó!Ñ!in this parameter specify SIMILAR TO
expression for processes names which will be not disconnected. By default, we exclude gfix , gbak,
gstat  and fbsvcmgr processes.

ÒDisconnect processes older than (min) Ó!Ñ!HQbird will disconnect processes which have long-
running active writeable transactions, by default threshold is 300 minutes. The practical upper limit
for this parameter is 1440 minutes (it is highly unlikely that transaction does something useful
more than 1 day).

ÒUse NN CPU cores to sweep Ó!Ñ!HQbird Enterprise can use multiple cores to perform sweep
operation, in order to make sweep 4-6 times faster. We recommend to specify no more than 1/2 CPU
cores in case of the single database on the server, or 1/4 of CPU cores if there are several databases.
For example, if you have 16 cores and 1 big database, set this parameter to 8, if there are several big
databases, set 4.

3.4.17. Database: Disk space

This job watches for all objects related with database: database files (including volumes of multi-
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volume database), delta-files, backup files and so on.

ÒDatabase: Disk spaceÓ job analyzes the growth of database and estimate will there be enough free
space for the next operation like backup (including test restore) on the specific hard drive.

It generates several types of alerts. Problems with disk space are in the top list of corruption
reasons, so please pay attention to the alerts from this job.

This job also contributes data to the server space analysis graph.

By default, this job is enabled.

Using configuration dialog, you can specify check period and thresholds for free space. The first
reached threshold will be alerted. To set threshold only in % of disk space, you need to set explicit
space in bytes to 0.

If you are using incremental backups (or Dump backup), this job is critically important. It watches
for delta-files lifetime and size, and warns if something goes wrong. Forgotten delta-files are the
often reason of corruptions and significant losses of data.

This jobs finds all delta files associated with database and check their age and size. If one of these
parameters exceeds thresholds ÒMaximum delta sizeÓ or ÒMaximum delta ageÓ, administrator will
receive the alert and database status will be set to CRITICAL.

!
If delta file of the protected database was corrupted, it is possible to extract data
from it using metadata from the original database file or repository from
Database: Low-level metadata backup  job.

3.4.18. Database: Database statistics

This job is very useful to capture performance problems and perform overall check of database at
low-level without making backup.

Chapter 3. Jobs, monitoring and maintenance configuration in FBDataGuard

114



We recommend running this job every day and storing a history of statistics report.

Then, with HQbird Database IBAnalyst it is possible to find problems with database performance
and get useful recommendations how to fix them.

! As a useful side effect, gstat  visits all database pages for tables and indices, and
ensures that all of them are correct.

3.4.19. Database: Replica Check

This task allows you to check the availability of the replica database. After a specified period, it
changes the value of the specified generator and compares the value of the generator on the replica
side and the master database.
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Min diff to alert !Ñ!the difference between the values of the generator on the master and replica
side, after which alter are sent.

3.4.20. Database: Backup,Restore,Replace

Many administrators use the following pattern to solve performance problems!Ñ!backup-restore-
replace. This is usually necessary if the application does not manage transactions well, which leads
to garbage accumulation. With proper application design, there is no need to constantly perform
backup and restore with replacement. Nevertheless, HQbird provides the ability to automate this
process and run it both manually (via the Web console) and automatically (according to a
schedule).

The backup-restore-replace pattern consists of the following steps:

1. executing the copy command gbak -b -g É  database.fdb backup.fbk

2. executing the restore command to a new DB file gbak.exe -c É  backup.fbk database_new.fdb

3. renaming database_new.fdb to the original database name
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However, there are many pitfalls in this seemingly simple process:

1. Insufficient Disk Space: ThereÕs a risk of depleting disk space during backup or restore
operations.

2. Unexpected Interruptions: Server reboots, often triggered by Windows updates, can disrupt
backup or restore tasks at any time.

3. Corruption of Original Database: If the original database is damaged, it may render the backup
incomplete.

4. Corruption Post-Restoration: Various issues, such as inadequate space for sorting large indexes,
can lead to corruption of the restored database.

5. Performance Issues: Backup and restore procedures may suffer from severe slowdowns due to
neglected maintenance, hardware malfunctions, or concurrent tasks like full VM backups.

6. Access Control: ItÕs crucial to block user write operations to the original database once the
backup-restore process begins to ensure changes post-backup are not omitted in the restoration.

In case of any of the above problems, it is necessary to cancel the backup-restore process, that is, a
rollback to the original state of the database is required.

HQbird fully automates the process and avoids most problems. It monitors disk space, disconnects
active users before starting backup, and monitors the performance and integrity of the backup and
restored database.

Running Backup/Restore in one click

To start backup-restore immediately, open dialog Properties for database Ð click on the appropriate
icon:

After that, the ÒDatabase propertiesÓ dialog will appear:
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Click button ÒDo backup, restore and replace original databaseÓ, it will open the following dialog.
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All parameters are optional:

¥ Remove fbk file after restore !Ñ!by default it is enabled, keep it, unless you want to keep
intermediate fbk  file.

¥ Additional backup options !Ñ!add some standard backup option, for example, to exclude some
tables from backup.

¥ Additional restore options !Ñ! standard restore options, for example, to set new page size.

¥ Execute before backup !Ñ!specify an executable ( cmd file, sh file, exe), to be executed right
before the backup process.

¥ Parameters for execute before backup !Ñ!specify parameters for executable above.

¥ Execute after restore !Ñ!specify an executable ( cmd file, sh file, exe), to be executed right after
the restore process. The path to restore database is set as first parameter.

¥ Parameters for execute after !Ñ!These are the arguments or settings that will be passed to the
executable file or script that is scheduled to run after the restoration process is complete. They
help in customizing the behavior of the post-restore actions according to the specific needs of
the environment or the database. For example, you might have a script that needs to know the
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path of the restored database or requires certain flags to be set for its operation. These details
would be provided through these parameters.

¥ Override login name !Ñ!use another Firebird user instead of user name specified in HQbird.

¥ Override login password  Ð use another Firebird password instead of password specified in
HQbird.

You can skip all these parameters and just click [!Submit!]  to proceed. The process will start
immediately. HQbird will do all necessary checks, and start process. In case of any error, the
process will be stopped, and original database will be put back.

As a result, HQbird generate the following report:

gbakreplace: backup, restore and replace database is complete
task files are:
Original database file: "C:\HQbird\Firebird40\examples\empbuild\EMPLOYEE.FDB"
(2834432)
Replication operational log directory: ""
Replication archive log directory: ""
Temporary renamed original database file:
"C:\HQbird\Firebird40\examples\empbuild\EMPLOYEE.FDB.Apr-08--14-32-
06.ORIGINAL.FOR_MAINTAIN"
Resulted fbk file: "C:\HQbird\Firebird40\examples\empbuild\EMPLOYEE.FDB.Apr-08--14-32-
06.FBK" (80896)
Temporary restored database file:
"C:\HQbird\Firebird40\examples\empbuild\EMPLOYEE.FDB.Apr-08--14-32-06.restored"
(2834432)
backup log: "C:\HQbird\Firebird40\examples\empbuild\EMPLOYEE.FDB.Apr-08--14-32-
06.bkp.log"
restore log: "C:\HQbird\Firebird40\examples\empbuild\EMPLOYEE.FDB.Apr-08--14-32-
06.rst.log"
Stage report file: "C:\HQbird\Firebird40\examples\empbuild\EMPLOYEE.FDB.Apr-08--14-32-
06.hqbirdgbakreplace.report"

Scheduled Backup,Restore,Replace

Also, it is possible to schedule backup-restore as any desired time, and optionally perform the
replication initialization immediately after that. In order to schedule it, click on setting for widget
Backup, Restore, Replace .

The following dialog will appear:
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As you can see, the dialog closely mirrors that of an immediate backup-restore. However, it
additionally incorporates steps for the automatic reinitialization of replicas post-restore. This is
essential due to the change in database GUID upon restoration. With active replication in place,
HQbird will seamlessly reinitialize replicas following a successful restore.

3.4.21. Database: Client Version Checks

The ÒClient Version ChecksÓ job is designed to check client versions when connecting using the
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fbclient  library. Applications often connect using an older version of the library. This isnÕt an error,
but an older version of fbclient  canÕt take full advantage of a new server version because it doesnÕt
support the required network protocol version. For example, Firebird 5.0.3 introduced the ability to
transfer small BLOBs more efficiently (immediately upon writing, rather than deferred). fbclient
version 5.0.2 canÕt use this feature.

If you want DataGuard to track which library versions your applications are using, you need to
enable the ÒClient Version ChecksÓ job.

If the fbclient  version is older than the server version, the ÒClient Version ChecksÓ job will issue a
corresponding warning.

To view the list of active connections, click on the icon next to the database name.

This will display a list of connections to the current database. The connection with the problematic
client will be highlighted in red.
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3.5. Group jobs
Group jobs are useful when a single server handles multiple databases. In this case, instead of
setting up individual jobs for each database, you can set up common jobs for all databases located
in a specific directory and its subdirectories.

3.5.1. Server: Group sweep

The ÒGroup sweepÓ task allows you to perform an intelligent sweep for all databases located along
the specified path, including subfolders.

In the dialog ÒGroup sweepÓ it is possible to specify where databases are situated, configure include
and/or exclude mask to perform sweep only for intended databases, and configure time when the
process should start.
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The ÒGroup sweepÓ job has the same parameters as [hqbird-config-sweep] , plus the following
additional parameters:

¥ ÒDatabase root dirÓ!Ñ!specifies the root directory in which to search for databases to perform
sweep.

¥ ÒRecursive searchÓ!Ñ!if this checkbox is checked, then the database search occurs recursively in
all subfolders of the root folder.

¥ ÒInclude file maskÓ!Ñ!regular expression for including a database file in the group sweep list.

¥ ÒExclude file maskÓ is a regular expression for excluding a database file from the group sweep
list.
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3.5.2. Server: Group master replication

The ÒGroup master replicationÓ task is intended to simplify the setup of replication of many
databases (can reach several hundred). This set of databases (as a group) is integrated into
DataGuard, preserving the current functionality of DataGuard and its individual database settings
(their individual replication settings and maintenance tasks). ÒIndividualÓ databases registered
with DataGuard are considered to be Òvery important databasesÓ (VID), and for databases
registered with "Group master replication" only the tasks of transferring replication segments to
other servers are performed.

One of the reasons for creating a separate ÒGroup master replicationÓ task is that the current
implementation of DataGuard has limitations on the number of databases it can process. This
limitation is mainly due to limitations in the browser handling web console logic. No such
restriction was found for ÒGroup master replicationÓ. Another reason is the complexity of setting
up multiple databases when registering them individually.

Setting up the ÒGroup master replicationÓ task consists of several parts.

First of all, you need to set general parameters for all tasks: where the databases are located, what
template to use to search for suitable databases, where and how to send their segments (sending
protocol, addresses, encryption) and how often to scan directories with segments.
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If we will click on button [!More>>!] , the advanced replication options will appear:
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You can specify up to five different nodes!Ñ!for each node, typical parameters (as in the task of
sending segments) are specified:
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Notes:

¥ There can be one replica node, and several master servers. Therefore, in order to avoid
overwriting segments with absolutely identical paths and database names, but coming from
different master nodes on the replica, the root download folder for the master node is selected
and created (by default) as the agent name (macro substitution). The administrator is free to
change it, but must take into account the need to preserve uniqueness if there are several
master nodes.

¥ DataGuard multi-replica can itself ÒresolveÓ multiple sources in its FTP/Socket directory and can
pull in and automatically register newly appeared databases (to facilitate subsequent
maintenance, also using the sending node name identifier).

¥ DataGuard multi-master for each database sent will create files on the replica nodes in
accordance with the location of the source databases, and if the database file on the master has
the same name, but is located in different directories, this will not create a problem.

As with a regular database, if FTP upload is not configured (but the database is already in the
wizard, which means it generates segments), then the restriction filter comes into effect!Ñ!how
many ÒunsentÓ segments are allowed to be stored on disk. Segments over the limit will be deleted at
each iteration of the task. This is done so that you can turn on the database as a master without fear
of the disk being full, and then configure unloading (and finally re-initialize it to send it to a
replica).

To obtain the initial list of databases for batch processing, click the button ÒRescan folders and
recreate databases list and replication configÓ.

Chapter 3. Jobs, monitoring and maintenance configuration in FBDataGuard

129



DataGuard traverses the directory and reconstructs the list of databases (in accordance with the
task settings!Ñ!patterns, excludes, recursion). The list includes only those databases that are not
registered in DataGuard as ÒindividualÓ (VID). If the user has registered a database in DataGuard,
then it does not need to be included in the task exclusion template; it will be excluded
automatically.

In the same section there are additional buttons for group reinitialization of all  registered
databases and for setting publishing flags for all databases (relevant for Firebird versions 4.0 and
higher).
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3.5.3. Server: Group database backup

The ÒGroup verified backupÓ task allows you to perform backup and test recovery for all databases
located at the specified path, including subfolders.

In the dialog ÒGroup verified backupÓ it is possible to specify where databases are situated,
configure include and/or exclude mask to perform backup only for intended databases, and
configure time when the process should start.

The ÒGroup verified backupÓ job has the same parameters as Database: Verified Backup , plus the
following additional parameters:

¥ ÒDatabase root dirÓ!Ñ!specifies the root directory in which to search for databases to perform
backup.

¥ ÒRecursive searchÓ!Ñ!if this checkbox is checked, then the database search occurs recursively in
all subfolders of the root folder.

¥ ÒInclude file maskÓ!Ñ!regular expression for including a database file in the group backup list.

¥ ÒExclude file maskÓ is a regular expression for excluding a database file from the group backup
list.
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If you click the [!More>>!]  button, advanced backup options will appear:
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3.5.4. Server: Group replica job

The task ÒGroup replica jobÓ is intended to provide the administrator, on the "Replica`" node, with
automatic registration of incoming (from new masters) databases, automate the delivery/unpacking
of segments and the implementation of reinitialization processes.

In the ÒGroup replica jobÓ settings dialog, you can specify where the replica databases are located,
the directory for receiving replication segments, and the interval for checking the directory for
segments.
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ÒUnpack passwordÓ is an optional parameter, it is required if a password for packing replication
segments was set on the master side. This password must be the same for all master servers.

The algorithm of operation is as follows. Recursively browsing the ÒIncoming segments root dirÓ,
the group monitoring task searches for files of databases prepared for reinitialization (from the
master). If such a file is found, the replica node checks whether this directory is assigned to any
existing replica on it. If the registration (relationship DBReplicaÑIncoming_subdirectory) exists,
then it is necessary to reinitialize the already existing replica database. If there is no such
connection, then a new database was sent to the replica node from the master. The replica node
must register it (with itself), add it to the server replication (FB) config, reinitialize it, and start
delivering segments for this database. The new database will be located in an individual
subdirectory of the directory specified in the ÒRoot folder for replicasÓ configuration parameter.

Along with the database transferred from the master, a ÒjournalÓ file is transferred, which contains
accompanying information, such as the need to perform fix icu, check the checksum, and also
contains the name of the master node and the path to the database!Ñ!based on this information, a
path will be created along which the new database will be saved as a ÒreplicaÓ. In older versions of
DataGuard, the host name was not specified in this file, so the ÒName for unknown hostÓ parameter
was added to the task options. The node name is necessary because different master nodes can
have completely identical database file names. In addition, grouping by host names will make it
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easier to maintain replica databases.

The ÒVerboseÓ option in the task settings replicates (for newly registered databases) the option of
the same name in the replication configuration (see Database: File Receiver ).

This solves the first part of the problem: automatic registration of databases on replicas and their
reinitialization.

The second part of the task is to deliver segments from the ÒIncoming segments root dirÓ to the
desired database. After the monitoring algorithm scans all directories for new reinitializations, a
pass will be performed for all matched paths. which unpacks and moves the incoming segment
files. At the same time, a check will be performed for the number of these files and their age, and if
it is exceeded, a notification about the excess will be sent, which means that there are problems
with absorption/replication for this replica.

" After auto-reinitialization and adding new replica files, a ÒmanualÓ restart of the
Firebird server is required!

Information about already registered replica bases is located at the bottom of the web console
widgets.

In this case, the path for monitoring incoming files is specified, the time of the last analysis is [1]:
Òc:\fbdata\hqbird\5.0\segmentsÓ. Table with a list of registered replica databases (to reduce
unnecessary information, the path to the file is truncated, only the name of the database file is
shown (it is long!Ñ!it corresponds to the path location on the master).

The table of registered replica bases, in addition to the name, shows the status of the previous
reinitialization and segment delivery operation, the name of the newest file, the verification date,
the number of segment files in the subdirectory, the path to the directory of incoming files (in this
case, it is missing), the sizes of the files and the database, the date of its modification (from the file
date), and its GUID.

In this same table, there is an option then register the database (by deleting it from the replication
config).

The ÒLoad report as JSONÓ button allows you to download the entire table data as json for
subsequent analysis (if required).

The ÒRegister existing database as replicaÓ button allows you to perform the corresponding action
and configure the registration parameters in the dialog.
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3.5.5. Server: Group dump backup

The ÒGroup dump backupÓ task allows you to perform backup for all databases located at the
specified path, including subfolders.

In the dialog ÒGroup dump backupÓ it is possible to specify where databases are situated, configure
include and/or exclude mask to perform backup only for intended databases, and configure time
when the process should start.

The ÒGroup dump backupÓ job has the same parameters as Database: Dump Backup , plus the
following additional parameters:

¥ ÒDatabase root dirÓ!Ñ!specifies the root directory in which to search for databases to perform
backup.

¥ ÒRecursive searchÓ!Ñ!if this checkbox is checked, then the database search occurs recursively in
all subfolders of the root folder.

¥ ÒInclude file maskÓ!Ñ!regular expression for including a database file in the group backup list.

¥ ÒExclude file maskÓ is a regular expression for excluding a database file from the group backup
list.
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3.5.6. Server: Group Update Indexes Statistics

The ÒGroup Update Indexes StatisticsÓ task allows you to update index statistics for all databases
located at the specified path, including subfolders.

In the dialog ÒGroup Update Indexes StatisticsÓ it is possible to specify where databases are
situated, configure include and/or exclude mask to perform backup only for intended databases,
and configure time when the process should start.
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The ÒGroup Update Indexes StatisticsÓ job has the same parameters as [hqbird-config-db-update-
stat] , plus the following additional parameters:

¥ ÒDatabase root dirÓ!Ñ!specifies the root directory in which to search for databases to perform
update index statistics.

¥ ÒRecursive searchÓ!Ñ!if this checkbox is checked, then the database search occurs recursively in
all subfolders of the root folder.

¥ ÒInclude file maskÓ!Ñ!regular expression for including a database file in the group update index
statistics list.

¥ ÒExclude file maskÓ is a regular expression for excluding a database file from the group update
index statistics list.
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3.5.7. Server: Group Transaction Monitor

The ÒGroup Transaction MonitorÓ job is designed to record transaction activity, similar to the
Database: Transactions  job.

It monitors two important intervals: the difference between the Oldest Active Transaction and the
Next Transaction, and the gap between the Oldest Snapshot and the Oldest Interesting Transaction.

If these intervals exceed the specified threshold, this indicates problems with transaction
management.
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The ÒGroup Transaction MonitorÓ job has the same parameters as Database: Transactions , plus the
following additional parameters:

¥ ÒDatabase root dirÓ!Ñ!specifies the root directory in which to search for databases for
transaction marker checking.

¥ "`Recursive search"`!Ñ!if this checkbox is checked, the database search is performed
recursively in all subfolders of the root directory.

¥ ÒInclude file maskÓ!Ñ!a regular expression for including a database file in the list of group
transaction marker checks.

¥ ÒExclusion file maskÓ!Ñ!a regular expression for excluding a database file from the list of group
transaction marker checks.

3.5.8. Server: Group Incremental backup

The ÒGroup Incremental backupÓ job is a task for scheduling and managing incremental backups in
Firebird for a group of databases.

In the ÒGroup Incremental backupÓ settings dialog, you can specify the database locations,
configure inclusion and/or exclusion masks to perform backups only for specific databases, and
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configure the process start time.

The ÒGroup Incremental backupÓ job has the same parameters as Database: Incremental Backup ,
plus the following additional parameters:

¥ ÒDatabase root dirÓ!Ñ!specifies the root directory in which to search for databases databases for
incremental backups.

¥ ÒRecursive searchÓ!Ñ!if this checkbox is checked, the database search is performed recursively
in all subfolders of the root directory.

¥ ÒInclude file maskÓ!Ñ!a regular expression for including a database file in the group
incremental backup list.

¥ ÒExclusion file maskÓ!Ñ!a regular expression for excluding a database file from the group
incremental backup list.
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3.5.9. Server: Group file pump job

The purpose of the ÒGroup file pumpÓ job is to send backup files from the master server to the
replica server. In a distributed environment, where the network connection between the master
and replica servers is unstable or has high latency, or where the servers are located in different
geographic regions, the best method for file transfer is via FTP or FTP over SSH.
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The ÒGroup file pumpÓ job settings are similar to Database: Pump Files , but have a number of
additional options:

¥ ÒWatch for files in folderÓ!Ñ!specifies the directory in which to search for files to transfer.

¥ ÒRecursive searchÓ!Ñ!if checked, the file search is performed recursively in all subfolders of the
root folder.

¥ ÒFilemask to pumpÓ!Ñ!a regular expression for a file to include in the transfer list.

¥ ÒExclude file-maskÓ!Ñ!a regular expression for excluding a file from the transfer list.
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3.6. Email alerts in HQbird FBDataGuard
FBDataGuard can send alerts by email to administrator(s): such alerts contain information about
successful backups and potential and real problems with databases.

General properties for notifications can be set by clicking on the server name (or computer name)
at the top of the web-console:

After that you will see the configuration dialog for common alerts settings:

Descriptions of some of the properties you can set here:

¥ ÒInstallation name Ó is some readable name for your convenience; it will be referred in emails
and alerts.

¥ ÒInstallation GUID Ó is a service field; there is no need to change it.

¥ ÒWeb console background color Ó!Ñ!often it is useful to adjust the color of HQbird web
interface to distinguish them easily.

ItÕs a good idea to enable setup email alerts. To do this you need to click on the envelope button in
the top of the web-console:
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After that you will see the configuration dialog for alerts:

Figure 39. Email alerts configuration dialog in FBDataGuard.

First of all, you need to enable alerts sending by enabling checkbox ÒSend alerts by e-mailÓ.

¥ ÒSend alerts by email Ó!Ñ!enable email alerts and configure email settings below.

¥ ÒSend alerts to Ó specify where to send emails.

¥ ÒFrom field Ó is what will be set as sender in the email.

¥ ÒSMTP server addressÓ, ÒSMTP server portÓ, ÒSMTP server loginÓ and ÒSMTP server passwordÓ
are data which will be used to send emails.

Before saving the settings, you can click the "Send Test Message" button, if the settings are correct,
you should receive a letter to the specified address.
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In order to limit the number of letters, you can collect messages into groups and send them in
batches. To do this, set "Group notifications in emails" checkbox. It will also help bypass some of the
atni-spam systems that can blacklist you due to too frequent send emails.

Click ÒSaveÓ to save email alerts settings.

Chapter 3. Jobs, monitoring and maintenance configuration in FBDataGuard

147



3.7. FBDataGuard tips&tricks
FBDataGuard allows changing its setting not only through web-console, but also using direct
modification of configuration files. This can be useful when you need to install FBDataGuard in
silent mode (no interaction with user), to bundle it with third-party software, or to perform some
fine configuration adjustments.

3.7.1. Path to FBDataGuard configuration

During the start FBDataGuard looks for in registry for configuration and output paths:

These values specify the paths to FBDataGuard configuration and output folder!Ñ!these values are
chosen during installation.

3.7.2. Adjusting web-console port

One of the most frequently asked questions is how to adjust port for web-console application (by
default it is 8082). It can be done by changing port setting in file %config%\agent\agent.properties
(%config% is C:\HQbirdData\config  or /opt/hqbird/conf ).

server.port = 8082  #change it

%config%!Ñ!folder to store configuration information, it is specified in .

3.7.3. How to change password for Admin user

You can specify its password in the file access.properties  (in C:\HQbirdData\config  or
/opt/hqbird/conf )

access.login=admin

access.password=youradminpasswordforhqbird

After setting the password, restart FBDataGuard, and new password will be encrypted and applied.
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3.7.4. Guest user for HQbird FBDataGuard

There is read-only user to access HQbird FBDataGuard, with the name guest.

access.guest-login=guest

access.guest-password=yournewpassword
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Chapter 4. Native replication configuration
in HQBird
HQbird is the advanced distribution of Firebird for big databases with monitoring, optimization
and administration tools, it also includes the plugin for native master-slave replication and various
performance improvements.

In HQbird, built-in replication is available starting from version 2.5. In "vanilla" Firebird, it
appeared later and is available starting from version 4.0.

HQbird Enterprise is 100% compatible with Firebird 2.5, 3.0, 4.0 and 5.0!Ñ!no changes in ODS are
needed. To switch to HQbird and back no backup/restore is required, just stop/start Firebird and
replace binaries. The replication is possible between nodes with the same version, i.e., not possible
between 3.0 and 2.5.

4.1. How the replication works
HQbird replication works on the logical level: it replicates DML statements ( INSERT/UPDATE/DELETE,
EXECUTE PROCEDURE, etc) and DDL ( CREATE/ALTER/DROP) changes; no additional triggers needed . The
only requirement for the current version of replication is to have unique or primary keys for all
tables that need to be replicated.

In order to use the replication, you need to install HQbird, register it (with trial or with the full
license) and configure replication. HQbird should be running on the master server and on all
replica servers.

Below we will consider how to setup Firebird replication with HQbird.

You can use HQbird on Windows and Linux, with Firebird 2.5, 3.0, 4.0 and 5.0, 32 bit and 64 bit.
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4.2. Installation
Please install HQbird from the supplied distributive. If you have other version of Firebird (2.5, 3.0)
installed, uninstall it first.

To enable replication you need to have working and registered (trial or full) copy of HQbird on your
master and replica servers.

Please refer to the section 2 of this guide for details of HQbird Server installation.
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4.3. Asynchronous replication for Firebird
HQbird supports 2 types of replication: asynchronous and synchronous. In the case of an
asynchronous replication, the master server stores committed changes from the master database to
the files (replication segments), which can be consumed asynchronously by one or more replica
servers.

How the asynchronous replication works:

¥ Changes on the master side are journaled into the replication log files

¥ Journal consists of multiple segments (files)

¥ Replication (archived) segments are transferred to the slave and applied to the replica in the
background

¥ Replica can be created and recreated online (without masterÕs stop)

Important things to consider:

¥ Practical delay between master and replica is configurable, can be set to 15-30 seconds (default
is 90 seconds)

¥ Delay between master and replica can grow in case of heavy load (due to the delayed processing
of replication segments)

¥ Replica can be switched to the master (i.e., normal) mode with 1 command

Asynchronous replication is the recommended choice for HQbird :

¥ it provides stability and anti-corruption protection of Firebird database;

¥ it can be configured quickly and easily;

¥ it does not require downtime to setup;

¥ it has online re-initialization;

¥ it is suitable for distributed environments (when the replica is located in the cloud or at the
remote location).

The following steps will be required to setup the asynchronous replication:
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1. Configure HQbird for replication at the master

2. Create a copy of master database file

3. Setup database for replication at the replica(slave) server

4.3.1. Step 1: Configure HQbird for replication at the master

To setup replication, open HQbird FBDataGuard: run modern browser (Chrome, Firefox, etc) and
open this local URL: http://127.0.0.1:8082  (port if configurable in HQBird ini files)

Enter default name and password: admin/strong password .

Register Firebird server, and the following picture will appear:

Check that you are actually connected to the correct Firebird version!Ñ!in the upper left corner in
ÒActive serverÓ widget should be version ÒÉ Firebird 2.5 HQbird Ó or ÒÉ Firebird 3.0 HQbird Ó or ÒÉ
 Firebird 4.0 HQbird Ó.

After that click ÒAdd databaseÓ in the right bottom corner and configure nick name and path to the
database which will be master:
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! Please note that database should be registered with its explicit path, not with the
alias!Ñ!the replication will not work with the alias.

After the successful registration of the database click on the icon in the header of database to setup
replication:

After that the main configuration dialog for master and replica databases will appear.

When replication is not configured, this dialog is almost empty:

Asynchronous replication at master

Asynchronous replication writes all changes in the master database to the replication log: the set of
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files called Òreplication segmentsÓ. Replica server pulls these segments and inserts into the replica
database.

Previously we have registered H:\dbwmaster.fdb , it is the master database in this example. To
configure the asynchronous replication on the master side: select replication role: ÒMasterÓ, then
ÒAsynchronousÓ, and click ÒSaveÓ.

Starting with Firebird 4.0, you need to enable publication at the database level. Clicking on the
"Enable publications (and grant it for all tables)" button enables publication and adds all tables to
the list for publication. The list of tables for publication can be manipulated in SQL using the
following statements:

ALTER DATABASE INCLUDE {TABLE <table_list> | ALL} TO PUBLICATION

ALTER DATABASE EXCLUDE {TABLE <table_list> | ALL} FROM PUBLICATION

<table_list> ::= tablename [, tablename ...]

Figure 40. Replication setup dialog for asynchronous replication

The only parameter you can change is Ò Write commited data every NN seconds Ó, it specifies how
often we should move committed data to the archived replication segments.

By default, it is set to 90 seconds.

There are several optional parameters which you can change if you open detailed dialog with
button [!more>>!] :
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LetÕs consider all parameters in this dialog!Ñ!just to give you idea what they do, no need to change
them :

¥ ÒLog directoryÓ!Ñ!folder where operational logs will be stored. It is a system folder, completely
operated by Firebird. By default, no need to change its default value  ${db.path}.ReplLog
(db.path  is where the database is located).

¥ ÒLog archive directoryÓ!Ñ!folder, where archived logs will be stored. According the default
value ${db.path}.LogArch , HQbird will create folder DatabaseName.LogArch in the folder with the
database, so there is no need to change this parameter .

¥ The third parameter (ÒOverride log archive commandÓ) is optional, leave it empty .

!
Please note that replication parameters are initialized at the first connection to the
database. ThatÕs why you need restart Firebird service (or all connections in case
of Classic) after the replication configuration!Ñ!such restart ensures that
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replication will start properly.

In this case, the replication log segments will be written first to ${db.path}.ReplLog  (db.path  is
where the database is located!Ñ!in our example it will be H:\DBWMaster.fdb.ReplLog), and after
reaching the maximum segment size, or commit, or another trigger, the default archive command
will be started Ð it will copy archived replication segments to ${db.path}.LogArch  (in our example it
will be H:\DBWMaster.fdb.LogArch).

After replicationÕs start, you should be able to see replication segment files in the folder specified in
ÒLog directoryÓ immediately after any operation at master database:

The operational segments are rotated by the engine, and once each segment is completed, it is
copied to archive log. Default segment size is 16Mb.

Please note!Ñ!you donÕt need to do anything with operational segments!

After the commit and/or specified timeout of committed data, you will see archived segments in the
folder, specified by ÒLog archive directoryÓ.

Archive replication log is essentially the chronologically ordered list of completed operational
segments. These files should be imported by replica server into the replica database.

"

Important!

For Linux users!Ñ!make sure that folder with the database is owned by firebird
user. HQbird runs under ÒfirebirdÓ user in Linux, and the folder with the database
must have permissions for ÒfirebirdÓ to create logs folder ( chown firebird -R
/your/database/folder ).

How to copy replication segments from master server to the replica server?

There are 2 popular ways to copy archived segments from the master server to the replica
server(s): through network share and using job Database: Transfer Replication Segments  on master
and Database: File Receiver  on replica.

Network share

You can share the folder with archived segments as a network share. In this case, Firebird service
should have enough rights to read, write and delete files on that network share. Normally Firebird
and HQbird services are started under LocalSystem account, which do not have access to the
network shares. Change it to some powerful account (like Domain Admin).

Transfer Replication Segments/File Receiver

We recommend using HQbird FBDataGuard to send replication segments from the master server to
the replica through FTP: it compresses, encrypts and uploads segments to the specified FTP server.
On that server, another HQbird FBDataGuard unpacks segments and copies to the necessary folder
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for further consumption by the replica.

! Please read about Database: Transfer Replication Segments  job for more details
how to setup transfer of archived segments between master and replica(s).

4.3.2. Step 2: Create a copy of master database

To start replication we need to create an initial copy of the database file, which will be used as a
target for the replication process. LetÕs refer to such database file as ÒreplicaÓ.

Starting with HQbird 2018 R2, the replica will be created automatically in the folder which will you
specify in the dialog after clicking on ÒReinitialize replica databaseÓ.

If you have enough space in the folder with the database, just leave the path empty , and click
[!Submit!] , and replica will be created near the database. Or, you can specify other destination on
the local drives with enough free space.

"
Important!

If there will be not enough free space (less than 105% of the database size), HQbird
will not create replica copy!Ñ!there will be an appropriate error message.

If you click [!Submit!] , HQbird will start the process of replica creation. There will be an
appropriate message about it:
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In case of default action, the resulted database will be in the same folder with the database. The
name of the replica will be DATABASE_NAME.EXT.DD-MMM-YYYY_NNNN.4replica!Ñ!for example,
employee30.fdb.17-Apr-2018_142507.4replica

! Please note!Ñ!creating of replica may take significant time in a case of the big
database!

All stages of replica creation are listed as alerts in HQbird (also sent by email):

! Please make sure that replica creation process was completed successfully!Ñ!check
ÒAlertsÓ tab!

4.3.3. Step 3: Setup database for async replication at the replica(slave) server

After completing the configuration of asynchronous replication on the master server, we need to
configure it for the replica database at the replica server instance.

First of all, we assume that you have successfully installed HQbird on the replica server. We
recommend to use on replica server SuperClassic for Firebird 2.5 and SuperServer for Firebird 3.0
(these are default configurations of HQbird).

Firebird Classic Linux users : If you run Firebird on replica server in Classic mode on Linux, you
need to run additional Firebird replicator process with the command fb_smp_server -r.

Second, the replica database should be registered in HQbird FBDataGuard. If you intend to use
automatic re-initialization, you can register some small database ( employee.fdb) with the required
name, and the do re-initialization: as a result, replica database will be automatically transferred
from the master server.

Third, we assume that you have managed to setup transfer of logs with Database: Transfer
Replication Segments /Database: File Receiver , or with network share.

!
Please note: the database should have replica database GUID before the
registration! This GUID is created automatically if you have used link ÒReinitialize
replica databaseÓ, but if you are performing manual re-initialization, donÕt forget
to set it, otherwise will be an error about missing database GUID.

Then complete the replication setup!Ñ!the only required parameter is a path to the folder with
archived replication segments, and by default it is already set!Ñ!HQbird will create folder with logs
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near the database:

So, no need to change anything here, just click [!Save!] .

Assuming the replica database is configured in D:\DATABASE\DBWREPLICA.FDB, the HQBird will create
folder D:\DATABASE\DBWREPLICA.FDB.LogArch, and replica will import replication segment files from it.

Click [!Save!]  and restart Firebird service (to ensure that replication parameters were applied).

After restart, the replica server will start to consume the replication segments from the
folder!Ñ!please note, after the import all processed segments will be deleted. Also, it will create file
with the name {DATABASE-GUIDE}!Ñ!Firebird stores there some internal information about
replication progress.

!
It is not recommended to store archived replication segments from the different
databases into the same folder! Always allocate the separate folder for each pair of
master-replica databases!
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4.4. Automatic initialization and re-initialization of
replica
We recommend using Database: Transfer Replication Segments  on the master and Database: File
Receiver  on the replica to implement the transfer and check integrity of the replication segments
through FTP. In this case, it is also possible to implement 1-click re-initialization for the replica
database.

If Database: Transfer Replication Segments  and Database: File Receiver  have the following options
enabled (by default), HQbird perform the re-initialization automatically, including restart of replica
database:

Parameter ÒPrefix to name uploaded reini filesÓ should be changed if you intend to initialize
several copies of the master database through the single folder!Ñ!in this case set it should be
unique for each database.

In case of the single database, no changes are required.

4.4.1. How re-initialization works

If Database: Transfer Replication Segments /Database: File Receiver  are configured, it is possible to
perform the complete re-initialization with 1 click to ÒReinitialize replica databaseÓ.

Once clicked, the master HQbird will do the following:

1. Ask you where to store copy of the database (by default it is near the master database, click
[!Submit!]  to store database there).

2. Master database will be copied (with nbackup)

3. The created copy of the database will be set to the replica mode

4. md5 hash-sum will be calculated for the copy

5. According the settings in Database: Transfer Replication Segments  (Enable replication should be
Enabled), master HQbird will upload database to the specified FTP

Next steps will be done by replica HQbird instance:

1. Once replica HQbird will notice the reini* files in the incoming FTP folder, Database: File
Receiver  will start the procedure of re-initialization.

2. Processing if usual arch-segments will be stopped

3. The arrived database will be checked!Ñ!md5 hash-sum will be calculated and compared with
the value in the accompanied report file.
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4. The existing replica database will be shutdown to disconnect all users

5. New replica database will be copied over the existing database

6. The replica server may require restart to see new replica.

Replica is back to the normal mode.

4.4.2. Troubleshooting asynchronous replication

If you have setup asynchronous replication, but it does not work, the first thing is to enable job
Server: Replication Log  on the master and on the replica. This job parses replication.log  files, and
if there are errors, creates the appropriate alert.

Also, the good thing is to enable ÒVerboseÓ option on the replica, and restart Firebird. Verbose will
make Firebird to write a lot of details about replication into the replication.log  file (near
firebird.log ).

Usually the text of the error is self-explanatory, but since there are some popular questions which
occur regularly, we decide to create the table with the list of main problems with asynchronous
replication and ways to resolve it.
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Problem Possible reasons and how to resolve

Master part of replication was configured, but
folders for operational or archived segments
(${dbpath}.LogRepl  or ${dbpath}.LogArch ) are not
created

HQbird creates these folders automatically, but
it requires permissions.

On Windows: these folders should be on local
drives, or HQbird and Firebird services must
run with ÒRun AsÓ with the powerful account
(Domain Admin?).

On Linux: folders must have permissions for
ÒfirebirdÓ user.

Master part of replication was configured;
folders for ReplLog and LogArch were created, but
nothing appear there. Replication.log  is empty.

Firebird does not see the replication
configuration. Restart Firebird service (all
connections in case of Classic) to make read the
new configuration.

Master part of replication was configured; there
are files databasename.log-000 in ReplLog folder,
but no files in LogArch. Also, could be errors
about insufficient space or out of space in
replication.log

It means that there is no permission for Firebird
to access the LogArch folder and create
replication segment files ( databasename-
logarch.000XXX) there.

If LogArch folder on the network share or
mounted drive, make sure that Firebird has
rights (full access) to access it.

ÒVerboseÓ option on replica is enabled, but
replication.log  is empty or nor created.

Sometimes Firebird cannot create
replication.log  or even write to already created
file. Try to create it manually and apply
necessary permissions to it (especially on
Linux). Verbose output should be written to the
replication.log  every 60 seconds even if there is
no segments to import.

Master part of replication is Ok, but replica does
not consume replication segments.
replication.log  file is empty.

Replica did not read the new replication
configuration. Restart Firebird.

Master part of replication is Ok, but replica does
not consume replication segments.
replication.log  contains errors about
permissions.

Replica does not have enough permissions to
read from the LogArch folder. Set necessary
permissions or run replica under powerful
account.

Replica has errors in replication.log  ÒSegment
NNN is missingÓ

Check is there such segment on the replica side,
and if it is on the master size. If segment has size
= 0 on replica, copy it manually or use ÒPerform
fresh backupÓ checkmark in Database: Transfer
Replication Segments .
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Problem Possible reasons and how to resolve

Replica has errors in replication.log  about
wrong foreign keys and stopped consume
segments

It means that replica copy is desynchronized, so
some records do not have the appropriate
values in referenced tables for the specified
Foreign Key. Replica should be reinitialized. If
you see this errors often, please contact
IBSurgeon support.
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4.5. Synchronous replication for Firebird
In case of synchronous replication, master server directly inserts committed changes of the master
database to one or more replicas databases:

The main features of the synchronous replication are the following:

¥ Changes are buffered per transaction, transferred in batches, synchronized at commit

¥ Practical delay is below1 second

¥ Follows the master priority of locking

¥ Replication errors can either interrupt operations or just detach replica

¥ Replica is available for read-only queries (with caveats)

¥ Automatic fail-over can be implemented (with HQbird Cluster Manager)

Issues to be considered

¥ Additional CPU and I/O load on the replica side

¥ Requires direct and permanent network connection from master to replica(s), 1+Gbps
recommended

¥ Replica can be recreated online, re-initialization of synchronous replication requires stop of
master

When to use synchronous replication:

¥ Custom fail-over cluster solutions with 3+ nodes (especially for web applications)

¥ Scale performance by moving reads to the separate replica server (report servers, data marts or
read-only web representation)

¥ In combination with asynchronous replication for performance scaling

4.5.1. Steps to setup synchronous replication

1. Stop Firebird

2. Create a copy of master database file, switch it to replica mode and copy it to the replica
server(s)
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3. Setup replica server(s) and database(s) for replication with HQbird FBDataGuard

4. Start replica server(s)!Ñ!before master server!

5. Setup master server and master database for replication with HQBird FBDataGuard

6. Start master server

As you can see, the downtime required for initialization the synchronous replication is bigger than
downtime to configure asynchronous replication, because replica database must be online before
masterÕs start.

4.5.2. Synchronous replication at master and replica

Synchronous replication is designed to write changes from the master database directly to the
replica database. The big advantage of synchronous replication that replication delay can be very
small, but the disadvantage is that in the case of the lost connection between master and replica
servers there will be gaps in transmitted data.

In this example, the synchronous replica database is on the remote server with IP address replica
server  and path /data/test2.fdb .

No setup is necessary for synchronous replication on the replica server, except gfix Ðreplica
<master-guid> for the replica database to switch it to the replica mode.

4.5.3. Replication parameters for testing synchronous replication

In the case of testing synchronous replication of HQbird on the production system, we recommend
setting parameter disable_on_error  to true .
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It will switch off replication in case of replication error, and the master server will continue to
work without replication.

To reinitialize replication the replication log should be analyzed and all initialization steps should
be done again.

Also, please enable job ÒReplication logÓ in HQbird FBDataGuard to monitor replication log for
errors and warnings:
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4.6. How to manually create replica of the database?
Of course, it is always possible to create replica with the simple copy process: stop Firebird on master,
copy database file, complete setup of replication on the replica, then start Firebird. However, HQbird
supports online replica creation!Ñ!see details below.

If, for some reason, you cannot use the automatic replica creation, you can create replica copy of
the master database manually.

Starting with HQbird 2018, it is possible to create replica file without stopping the master server,
with nbackup. It is easy for asynchronous replication, and it also makes possible to create additional
replicas online!Ñ!i.e., without stopping a master.

4.6.1. Creating copy online (with nbackup)

LetÕs consider how to create replica for asynchronous replication using nbackup:

1. apply nbackup lock

nbackup Ðl database_path_name -user SYSDBA Ðpass masterkey

2. copy locked database file to create a replica

copy database_path_name replica_path_name

3. unlock master database

nbackup Ðn database_path_name -user SYSDBA Ðpass masterkey

4. Fixup replica database

nbackup Ðf replica_path_name_name

5. Switch database to replica mode

for Firebird 2.5 and 3.0

gfix replica_path_name Ðreplica {DATABASEGUID} Ðuser SYSDBA Ðpass masterkey

for Firebird 4.0

gfix replica_path_name Ðreplica <replica_mode> Ðuser SYSDBA Ðpass masterkey
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<replica_mode> ::= read_only | read_write

4.6.2. What is {DATABASEGUID}?

Database GUID is the unique identifier of a master database.

To find out {DATABASEGUIDE}, run command gstat Ðh:

To switch database to the replica mode run the following command:

gfix disk:\path\mydatabase.fdb -replica {guid} -user SYSDBA -pass masterkey

!
If you donÕt see Database GUID in gstat Ðh output, connect to the master database
using Firebird binaries from HQbird distribution (with isql  or any other
application), and run gstat Ðh again.
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4.6.3. How to set replica database to the master mode

To switch database to the normal (master) mode run the same command with the empty {}  instead
of database GUID:

for Firebird 2.5 and 3.0

gfix disk:\path\mydatabase.fdb -replica {} -user SYSDBA -pass masterkey

for Firebird 4.0

gfix replica_path_name Ðreplica none Ðuser SYSDBA Ðpass masterkey
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4.7. How to distinguish master database from replica

4.7.1. Using gstat -h

If you run gstat Ðh database_name, the output will contain the keyword ÒreplicaÓ in Attributes
section for database configured as replica:

Database "D:\O30.FDB"
Gstat execution time Mon Nov 26 17:47:07 2018

Database header page information:
Flags                   0
Generation              187842
System Change Number    15
Page size               8192
ODS version             12.0
Oldest transaction      173630
Oldest active           185440
Oldest snapshot         185440
Next transaction        185441
Sequence number         0
Next attachment ID      24975
Implementation          HW=AMD/Intel/x64 little-endian OS=Windows CC=MSVC
Shadow count            0
Page buffers            0
Next header page        0
Database dialect        3
Creation date           Jan 11, 2017 15:12:20
Attributes              replica

Variable header data:
Database backup GUID:   {37E7918F-5478-43CF-E3B2-D80B0E7D3F63}
Sweep interval:         0
Database GUID:  {BBBD2881-ACDE-4636-CEB2-7EE31AF66CC3}
Replication master GUID: {BBBD2881-ACDE-4636-CEB2-7EE31AF66CC3}
*END*
Gstat completion time Mon Nov 26 17:47:07 2018

For master database there is no special marks in Attributes.

4.7.2. With SQL query to the context variable

In Firebird 2.5 and 3.0, there is a context variable REPLICA in the SYSTEM area that contains
information about database status:

SQL> select RDB$GET_CONTEXT('SYSTEM', 'REPLICA') from rdb$database;

RDB$GET_CONTEXT
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================================================================
FALSE

In Firebird 4.0 use another context variable REPLICA_MODE:

SQL> select RDB$GET_CONTEXT('SYSTEM', 'REPLICA_MODE') from rdb$database;

RDB$GET_CONTEXT
================================================================
READ-ONLY

Also in Firebird 4.0 you can use the MON$DATABASE monitoring table:

SQL> SELECT MON$REPLICA_MODE FROM MON$DATABASE;

MON$REPLICA_MODE
================
Ê              1

Database replica mode:

¥ 0!Ñ!not a replica

¥ 1!Ñ!read-only replica

¥ 2!Ñ!read-write replica
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4.8. Optional parameters for replication
It is possible to specify several additional parameters for fine tuning of the replication process.
These parameters can be specified in the ÒOptional parametersÓ of replication setup dialog.

1. Size of the local buffer used to accumulate replication events that can be deferred until the
transaction commit/rollback. The bigger this value the less network round-trips between master
and slave hosts are performed. However, it costs longer replication ÒcheckpointsÓ (time to
synchronize the original database with its replica).

buffer_size = 1048576

2. If enabled, any error during replication causes the master to stop replicating changes and
continue working normally. Otherwise (the default behavior), the master reports an error.

disable_on_error = false

3. If enabled, replicated records are RLE-compressed before transmission and decompressed on
the slave side. It reduces the traffic and (indirectly) a number of round-trips at the cost of extra
CPU cycles on both sides.

compress_records = false

4. If enabled, conflicting records in the target database are modified to match records in the
master database. In particular:

" if thereÕs an insert and the target record exists, it gets updated;

" if thereÕs an update and the target record does not exist, it gets inserted;

" if thereÕs a delete and the target record does not exist, it gets ignored.

master_priority = false

1. Pattern (regular expression) that defines what tables must be included into replication. By
default, all tables are replicated.

include_filter

2. Pattern (regular expression) that defines what tables must be excluded from replication. By
default, all tables are replicated.

exclude_filter
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3. If enabled, tables without primary key (or unique index) excluded from replication. By default,
all tables are replicated.

exclude_without_pk = false

4. Program (complete command line with arguments) that is executed when the current
replication session notices a critical error. This command is executed once per every failed
replication session. Please note that the program is executed synchronously and the server is
waiting for its completion before continuing its operations.

alert_command

5. Prefix for replication log file names. It will be automatically suffixed with an ordinal sequential
number. If not specified, database filename (without path) is used as a prefix.

log_file_prefix

6. Maximum allowed size for a single replication segment. It must at least double the specified
buffer_size .

log_segment_size = 16777216

7. Maximum allowed number of full replication segments. Once this limit is reached, the
replication process is delayed for log_archive_timeout  seconds (see below) to allow the archiving
to catch up. If any of the full segments is not archived and marked for reuse during the timeout,
the replication fails with an error.

Zero means an unlimited number of segments pending archiving.

log_segment_count = 8
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Chapter 5. Performance enhancements

5.1. Pool of external connections
HQbird supports a pool of external connections for Firebird 2.5 and Firebird 3. The standard build
of Firebird 4.0 and higher supports the creation of external connection pools out of the box.

An external connection pool allows execute EXECUTE ON EXTERNAL statements with less overhead in
reconnecting to the external database.

! Please note!Ñ!this pool is allocated per Firebird instance.

The feature is managed in the firebird.conf :

# ============================
# Settings of External Connections Pool
# ============================

# Set the maximum number of inactive (idle) external connections to retain at
# the pool. Valid values are between 0 and 1000.
# If set to zero, pool is disabled,
# i.e. external connection is destroyed immediately after the use.
#
# Type: integer
#
#ExtConnPoolSize = 0

# Set the time before destroying inactive external connection, seconds.
# Valid values are between 1 and 86400.
#
# Type: integer
#
#ExtConnPoolLifeTime = 7200

From the application point of view, no additional steps are required to use or do not use!Ñ!it is
enabled or disabled in the server configuration, and absolutely seamless for the applications.

The following commands exist to manage pool:

¥ changes the pool size

ALTER EXTERNAL CONNECTIONS POOL SET SIZE N

Example!Ñ!this command sets the size of a pool to 190 connections.

ALTER EXTERNAL CONNECTIONS POOL SET SIZE 190
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¥ changes the lifetime of the pooled connection

ALTER EXTERNAL CONNECTIONS POOL
SET LIFETIME N {SECOND | MINUTE | HOUR}

Example!Ñ!this command limits the lifetime of a connection in the pool to 1 hour.

ALTER EXTERNAL CONNECTIONS POOL SET LIFETIME 1 HOUR

¥ clear all pooled connections

ALTER EXTERNAL CONNECTIONS POOL CLEAR ALL

¥ clear the oldest connection in the pool

ALTER EXTERNAL CONNECTIONS POOL CLEAR OLDEST

To get information about pool status, new context variables were introduced. The following
example demonstrates their usage

SELECT
Ê CAST( RDB$GET_CONTEXT( 'SYSTEM',  'EXT_CONN_POOL_SIZE')  AS INT)  AS POOL_SIZE,
Ê CAST( RDB$GET_CONTEXT( 'SYSTEM',  'EXT_CONN_POOL_IDLE_COUNT')  AS INT)  AS POOL_IDLE,
Ê CAST( RDB$GET_CONTEXT( 'SYSTEM',  'EXT_CONN_POOL_ACTIVE_COUNT')  AS INT)  AS POOL_ACTIVE,
Ê CAST( RDB$GET_CONTEXT( 'SYSTEM',  'EXT_CONN_POOL_LIFETIME')  AS INT)  AS POOL_LIFETIME
FROM RDB$DATABASE;
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5.2. Cached prepared statements
HQbird has the feature to improve the performance of Firebird (versions 4.0 and 5.0) engine in case
of the many frequent and fast SQL queries: server-side cache of prepared SQL statements. Starting
with Firebird 5.0, this feature is available in the standard out-of-the-box build.

5.2.1. Cached prepared statements in Firebird 3.0 and 4.0

This feature can be enabled in firebird.conf  with the parameter DSQLCacheSize:

# Size of DSQL statements cache.
# Maximum number of statements to cache.
# Use with care as it is per-attachment and could lead to big memory usage.
# Value of zero disables caching.
# Per-database configurable.
# Type: integer
#DSQLCacheSize = 0

The number specifies how many recent queries for each database connection to cache.

To apply the new value, Firebird restart is required.

By default, cache of prepared statements is 0, it means OFF.
We recommend to carefully enable it: start with values like 4, 8, 16, to find the best performance
effect.

! Please note: enabling cache of prepared statements increases the memory usage.

5.2.2. Cached prepared statements in Firebird 5.0

In Firebird 5.0, the prepared statement cache was redesigned and included in the "vanilla"  build.

The cache of prepared statements is controlled by the MaxStatementCacheSize parameter in
firebird.conf .

# ----------------------------
# Maximum statement cache size
#
# The maximum amount of RAM used to cache unused DSQL compiled statements.
# If set to 0 (zero), statement cache is disabled.
#
# Per-database configurable.
#
# Type: integer
#
#MaxStatementCacheSize = 2M
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By default, the prepared statement cache is enabled. To disable it, you need to set the
MaxStatementCacheSize parameter to 0.
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5.3. TempSpaceLogThreshold: monitoring of big sorting
queries and BLOBs
HQbird has a new parameter in firebird.conf  in Firebird 2.5, Firebird 3.0, Firebird 4.0 and Firebird
5.0:

TempSpaceLogThreshold = 1000000000 #bytes

When Firebird sees this parameter, it starts to log to firebird.log  queries which produce large
sortings: queries with GROUP BY, ORDER BY, etc.

When such query creates the sorting file which exceeds the specified threshold, the following
message will appear in firebird.log :

SRV-DB1 Wed Nov 28 21:55:36 2018
Ê   Temporary space of type "sort" has exceeded threshold of 1000000000 bytes.
Ê   Total size: 10716980736, cached: 1455423488 bytes, on disk: 9263120384 bytes.
Ê   Query: select count(*) from (select lpad('',1000,uuid_to_char(gen_uuid())) s
Ê          from rdb$types a,rdb$types b, rdb$types c  order by 1)

Total size

the total size of sorting file

Cached

the part of sorting which had fit into temporary space (specified by TempCacheLimit parameter)

On disk

the part of sorting which was stored to the temporary file, which can be cached in the OS
memory, or stored on disk (in the folder specified by TempDirectories  parameter, or in the
default temp folder)

For very big BLOBs the following message will appear in the firebird.log

SRV-DB1 Tue Nov 27 17:35:39 2018
Ê   Temporary space of type "blob" has exceeded threshold of 500000000 bytes.
Ê   Total size: 500377437, cached: 0 bytes, on disk: 501219328 bytes.

Use TempSpaceLogThreshold to find the non-optimized queries with big sorting and big BLOBs.
Starting with Firebird 3.0 it will also report large hash tables (those caused by HASH JOINs).

If you encounter such queries, optimize them either with redesign of SQL query itself, or try to
enable parameter SortDataStorageThreshold .
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5.4. SortDataStorageThreshold: REFETCH instead SORT
for wide record sets
HQbird supports the new REFETCH optimization method. The standard build of Firebird version 4.0
and higher supports this optimization algorithm out of the box.

HQbird has a new parameter SortDataStorageThreshold  in firebird.conf  (Firebird 3.0+):

SortDataStorageThreshold=16384 # bytes

!
Since version 4.0 this parameter has been renamed to InlineSortThreshold .

InlineSortThreshold=16384 # bytes

If the size of the record, returned by SQL query, will be more than specified threshold, Firebird will
use the different approach for sorting record sets: REFETCH instead of SORT.

For example, we have the following query

select  tdetl . name_detl
Ê   , tmain. name_main
Ê   , tdetl . long_description
from tdetl
join  tmain on tdetl . pid =tmain. id
order  by tdetl . name_detl

with the following execution plan:

Select Expression
Ê   -> Sort (record length: 32860, key length: 36)
Ê       -> Nested Loop Join (inner)
Ê           -> Table "TMAIN" Full Scan
Ê           -> Filter
Ê               -> Table "TDETL" Access By ID
Ê                   -> Bitmap
Ê                       -> Index "FK_TABLE1_1" Range Scan (full match)

In this case, the size of each record to be sorted is 32860+36 bytes. It can lead to the very big sort
files, which will be written to the disk, and the overall query can slow.

With parameter SortDataStorageThreshold=16384 or InlineSortThreshold=16384 , Firebird will use
plan REFETCH, where only key is sorted, and data are read from the database:

Select Expression
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Ê   -> Refetch
Ê       -> Sort (record length: 76, key length: 36)
Ê           -> Nested Loop Join (inner)

This approach can significantly (2-5 times) speed up queries with very wide sorted record sets
(usually, heavy reports).

!
Please note!

It is not recommended to set SortDataStorageThreshold  (InlineSortThreshold ) less
than 2048 bytes.
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5.5. Multi-thread sweep, backup, restore
In HQbird, the possibility of multi-threaded execution of sweep, backup and restore has appeared,
which speeds up their work from 2x to 6 times (depending on the specific database). Multi-threaded
operations work in HQbird for Firebird 2.5, 3.0 and 4.0, in any architectures!Ñ!Classic, SuperClassic,
SuperServer. For Firebird 5.0, multi-threaded operations are available in the "vanilla" version out
of the box.

To enable multi-threaded execution, the gfix  and gbak command-line utilities have the Ðpar n
option, where n is the number of threads that will be involved in a particular operation. In practice,
choosing the number n should be correlated with the number of available processor cores.

For example

¥ gfix Ðsweep database Ðpar 8 É

¥ gbak Ðb database backup Ðpar 8 É

¥ gbak Ðc backup database Ðpar 8 É

Also, to control the number of threads and set their default number in firebird.conf , two new
parameters are introduced that affect only sweep and restore, but not backup:

# ============================
# Settings for parallel work
# ============================
#  Limit number of parallel workers for the single task. Per-process.
#  Valid values are from 1 (no parallelism) to 64. All other values
#  silently ignored and default value of 1 is used.
MaxParallelWorkers = 64

Example: if you set MaxParallelWorkers = 10 , then you can

¥ run gfix Ðsweep database Ðpar 10

¥ run gfix Ðsweep database Ðpar 5  and gbak Ðc Ðpar 5 É

That is, no more than 10 threads will be used in total. In case of exceeding (for example, if you set 6
threads for sweep and 6 threads for restore), for a process that exceeds the limit, the message ÒNo
enough free worker attachmentsÓ will be displayed).

Thus, to enable the multi-threaded capabilities of sweep and restore, you must set the
MaxParallelWorkers parameter in firebird.conf

MaxParallelWorkers = 64

and then restart Firebird.

The ParallelWorkers  sets the number of threads used by sweep and restore by default if the Ðpar n
option is not specified.
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#  Default number of parallel workers for the single task. Per-process.
#  Valid values are from 1 (no parallelism) to MaxParallelWorkers (above).
#  Values less than 1 is silently ignored and default value of 1 is used.
#
ParallelWorkers  = 1

For example, if ParallelWorkers = 8 , then starting

gfix Ðsweep

without the Ðpar n option will use 8 threads to execute sweep in parallel.

"
For restore, filling tables from backup is always performed in one thread, and only
creating indexes is parallelized. Thus, the acceleration for restore depends on the
number of indexes in the database and their size. Also, the ParallelWorkers
parameter automatically affects the creation of indexes performed by the CREATE
INDEX and ALTER INDEX É ACTIVE operations.

As mentioned above, these options do not affect backup.
The multi-threading of backup is regulated only by the Ðpar n parameter in the command line:

¥ gbak Ðb Ðpar 6 É

¥ gbak Ðb Ðpar 8 Ðse É

"

If the database is in shutdown single state, when only 1 connection is allowed to
the database, then in version 2.5 both sweep and backup with Ðpar 2 or more will
produce an error several seconds after starting:

¥ sweep!Ñ!connection lost to database

¥ backup!Ñ!ERROR: database É shutdown (via xnet protocol, a line with this
message will not be displayed in the backup log)

This is due to the fact that for these operations an appropriate number of database
connections is required, more than 1.

In 3.0, only backup will throw an error ÒERROR: database É shutdownÓ, sweep will
work.

Multi-threaded restore, Firebird 2.5, 3.0 and 4.0, creates the database in shutdown
multi mode, so such errors do not occur. However, there is a risk of connecting
other applications from SYSDBA or the owner to the database in the restore
process.

Notes

¥ The new parameters in firebird.conf  only affect sweep and restore, to simplify administration
and eliminate ambiguity, it is recommended that you always explicitly specify the Ðpar n
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parameter for gfix  and gbak if you need to perform multi-threaded sweep, restore, and backup
operations. For example, if you set ParallelWorkers = 4  and do not specify Ðpar n , then sweep
and restore will use 4 threads by default, and backup will use 1 thread, because it does not use
the values from firebird.conf  neither locally nor with Ðse.

¥ The performance improvement does not necessarily depend on the number of processor cores
and their compliance with the set value Ðpar n . It depends on the number of cores, the Firebird
architecture, and the disk subsystem performance (IOPS). Therefore, the optimal value Ðpar n
for your system must be selected experimentally.
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5.6. BLOB_APPEND function
Regular operator ||  (concatenation) with BLOB arguments creates temporary BLOB per every pair
of args with BLOB. This could lead to the excessive memory consumption and growth of database
file. The BLOB_APPEND function is designed to concatenate BLOBs without creating intermediate
BLOBs.

In order to achieve this, the result BLOB is left open for writing instead of been closed immediately
after it is filled with data. I.e. such blob could be appended as many times as required. Engine
marks such blob with new internal flag BLB_close_on_read and closes it automatically when
necessary.

Available in : DSQL, PSQL.

Syntax:

BLOB_APPEND(<blob> [, <value1>, ... <valueN]>

Table 1. Parameters of BLOB_APPEND function

Parameter Description

blob BLOB or NULL.

value Any type of value.

Return type : BLOB, temporary, not closed (i.e. open for writing), marked by flag BLB_close_on_read.

Input Arguments:

¥ The first argument is BLOB or NULL. The following options are possible:

" NULL: creates new temporary blob, not closed, with flag BLB_close_on_read

" permanent BLOB (from table) or temporary already closed BLOB: will create a new empty
unclosed BLOB with the flag BLB_close_on_read and the contents of the first BLOB will be
added to it

" temporary unclosed BLOB with the BLB_close_on_read flag: it will be used further

¥ other arguments can be of any type. The following behavior is defined for them:

" NULL ignored

" non-BLOBs are converted to string (as usual) and appended to the content of the result

" BLOBs, if necessary, are transliterated to the character set of the first argument and their
contents are appended to the result

The BLOB_APPEND function returns a temporary unclosed BLOB with the` BLB_close_on_read` flag.
This is either a new BLOB or the same as in the first argument. Thus, a series of operations like blob
= BLOB_APPEND (blob, É)  will result in the creation of at most one BLOB (unless you try to add a
BLOB to itself). This BLOB will be automatically closed by the engine when the client tries to read it,
assign it to a table, or use it in other expressions that require reading the content.
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!
Testing a BLOB for NULL value using the IS [NOT] NULL operator does not read it,
and therefore a temporary BLOB with the` BLB_close_on_read` flag will not be
closed during such test.

execute block
returns  ( b blob sub_type text )
as
begin
Ê -- will create a new temporary not closed BLOB
Ê -- and will write to it the string from the 2nd argument
Ê b = blob_append( null ,  'Hello ' );
Ê -- adds two strings to the temporary BLOB without closing it
Ê b = blob_append( b,  'World' ,  '!' );
Ê -- comparing a BLOB with a string will close it, because for this you need to read
the BLOB
Ê if  ( b = 'Hello World!' )  then
Ê begin
Ê -- ...
Ê end
Ê -- will create a temporary closed BLOB by adding a string to it
Ê b = b ||  'Close' ;
Ê suspend;
end

!
Use the LIST and` BLOB_APPEND` functions to concatenate BLOBs. This will save
memory consumption, disk I/O, and prevent database growth due to the creation
of many temporary BLOBs when using concatenation operators.

LetÕs say you need to build JSON on the server side. We have a PSQL package JSON_UTILS with a
set of functions for converting primitive data types to JSON notation. Then the JSON building
using the BLOB_APPEND function will look like this:

EXECUTE BLOCK
RETURNS (
Ê   JSON_STR BLOB SUB_TYPE TEXT CHARACTER SET UTF8)
AS
Ê DECLARE JSON_M BLOB SUB_TYPE TEXT CHARACTER SET UTF8;
BEGIN
Ê FOR
Ê     SELECT
Ê         HORSE. CODE_HORSE,
Ê         HORSE. NAME,
Ê         HORSE. BIRTHDAY
Ê     FROM HORSE
Ê     WHERE HORSE. CODE_DEPARTURE = 15
Ê     FETCH FIRST 1000 ROW ONLY
Ê     AS CURSOR C
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Ê DO
Ê BEGIN
Ê   SELECT
Ê     LIST(
Ê         '{'  ||
Ê         JSON_UTILS. NUMERIC_PAIR( 'age' ,  MEASURE. AGE)  ||
Ê         ','  ||
Ê         JSON_UTILS. NUMERIC_PAIR( 'height' ,  MEASURE. HEIGHT_HORSE)  ||
Ê         ','  ||
Ê         JSON_UTILS. NUMERIC_PAIR( 'length' ,  MEASURE. LENGTH_HORSE)  ||
Ê         ','  ||
Ê         JSON_UTILS. NUMERIC_PAIR( 'chestaround' ,  MEASURE. CHESTAROUND)  ||
Ê         ','  ||
Ê         JSON_UTILS. NUMERIC_PAIR( 'wristaround' ,  MEASURE. WRISTAROUND)  ||
Ê         ','  ||
Ê         JSON_UTILS. NUMERIC_PAIR( 'weight' ,  MEASURE. WEIGHT_HORSE)  ||
Ê         '}'
Ê     )  AS JSON_M
Ê   FROM MEASURE
Ê   WHERE MEASURE. CODE_HORSE = : C. CODE_HORSE
Ê   INTO JSON_M;

Ê   JSON_STR = BLOB_APPEND(
Ê     JSON_STR,
Ê     IIF ( JSON_STR IS NULL,  '[' ,  ','  ||  ascii_char ( 13)),
Ê     '{' ,
Ê     JSON_UTILS. INTEGER_PAIR( 'code_horse' ,  C. CODE_HORSE),
Ê     ',' ,
Ê     JSON_UTILS. STRING_PAIR( 'name' ,  C. NAME),
Ê     ',' ,
Ê     JSON_UTILS. TIMESTAMP_PAIR( 'birthday' ,  C. BIRTHDAY),
Ê     ',' ,
Ê     JSON_UTILS. STRING_VALUE( 'measures' )  ||  ':[' ,  JSON_M,  ']' ,
Ê     '}'
Ê   );
Ê END
Ê JSON_STR = BLOB_APPEND( JSON_STR,  ']' );
Ê SUSPEND;
END

A similar example using the usual concatenation operator ||  is an order of magnitude slower
and does 1000 times more disk writes.

Chapter 5. Performance enhancements

187



5.7. Transform LEFT joins into INNER
HQbird allow transform LEFT joins into INNER ones if the WHERE condition violates the outer join
rules.

! Starting with Firebird 5.0, this functionality is available in the ÒvanillaÓ version of
Firebird.

Example:

SELECT *
FROM T1 LEFT JOIN T2 ON T1. ID = T2. ID
WHERE T2. FIELD1 = 0

In this case the condition T2.FIELD1 = 0 effectively removes all the "fake NULL" rows of T2, so the
result is the same as for the INNER JOIN. However, the optimizer is forced to use the T1#T2 join
order while T2#T1 could also be considered. It makes sense to detect this case during join
processing and internally replace LEFT with INNER before optimization starts.

This is primarily intended to improve "ad hoc" and machine-generated (e.g. ORM) queries.

!

This optimization will not be enabled if a NULL value is checked, for example

SELECT *
FROM T1 LEFT JOIN T2 ON T1. ID = T2. ID
WHERE T2. ID IS NULL

or

SELECT *
FROM T1 LEFT JOIN T2 ON T1. ID = T2. ID
WHERE T2. ID IS NOT NULL
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5.8. Lightweight monitoring
Lightweight monitoring is based on a trace plugin that updates monitoring counters in real time.
Counters are stored in shared memory, enabling efficient operation in Classic Server mode. Counter
updates are unblocked, ensuring maximum efficiency. The shared memory size is fixed and
defaults to 256 KB. This allows for the accumulation of information on 512 databases with 1-6
connections each, or on one database with 3580 connections. The fixed shared memory size also
allows for (mostly) block-free operation of counters. You can change the shared memory size by
setting a new value for the MemorySize parameter in the plugin configuration (see example below).

Currently, a small number of counters are supported. Monitoring collects information about two
types of objects: the database (DB) and the connection. At the DB level, there is a separate set of
counters for data on completed connections. This allows for continuous accumulation of
information about a given DB.

5.8.1. Lightweight monitoring service

A new service has been created to receive monitoring information:

#define isc_action_svc_lwmonitoring   32    // Lightweight monitoring

The service has two parameters. The first specifies the operation to be performed. Currently, this is
the only operation, Òexecute queryÓ:

#define isc_spb_lwm_query           1

Four types of queries are implemented, as discussed below. To specify which query to execute,
specify its number (1-4) as an integer parameter for isc_spb_lwm_query.

The second parameter is the database name, which is optional. It is specified using the well-known
isc_spb_dbname tag. If this parameter is specified, the monitoring query is limited to the specified
database; otherwise, information about all currently known databases is returned.

5.8.2. Lightweight Monitoring Queries

LetÕs describe four types of queries and what they return.

All queries return data as text, one row per element. An element can be database information,
connection information, or aggregate information. The test is formatted as JSON to facilitate
parsing and easy modification in future versions.

All queries in the first row return a string of the following format:

{ "idQuery" :  1,  "tsQuery" :  "2024-04-17T00:17:58" }

where
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¥ idQuery!Ñ!the query number (ID);

¥ tsQuery!Ñ!the timestamp of the query start time, using the serverÕs local time and the common
ISO-8601 format.

Query 1: Summary information about known databases and connections

Always returns one row of the form

{ "cntDb" :  1,  "activeAtt" :  1,  "goneAtt" :  0}

where

¥ cntDb!Ñ!number of databases;

¥ activeAtt !Ñ!number of active connections;

¥ goneAtt!Ñ!number of terminated connections.

Query 2: List of databases

Returns multiple rows of the form

{ "dbName":  "SECURITY2.FDB",  "activeAtt" :  1,  "goneAtt" :  2}

where

dbName is the database file name; activeAtt  is the number of active connections; goneAtt is the
number of terminated connections.

Query 3: Summary information about connections of each database

Returns multiple rows of the form

{ "dbName":  "SECURITY2.FDB",  "activeAtt" :  1,  "goneAtt" :  0,  "doneTran":  1,  "activeTran" :
0,  "prepReq":  0,  "execReq":  0,  "activeReq" :  0}

where

dbName!Ñ!the database file name; activeAtt !Ñ!the number of active connections; goneAtt!Ñ!the
number of completed connections; doneTran!Ñ!the number of completed transactions;
activeTran !Ñ!the number of active transactions; prepReq!Ñ!the number of prepared queries;
execReq!Ñ!the number of executed queries; activeReq!Ñ!the number of active queries.

New counters:

rowsFetched!Ñ!the number of data rows retrieved by the application; execTime!Ñ!query execution
time; errors !Ñ!the number of errors received by the application; fetches !Ñ!the number of fetches;
reads!Ñ!the number of page reads; marks!Ñ!the number of marks (executed before a page
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modification); writes !Ñ!the number of page writes.

Query 4: Detailed information about each connection and each database

Returns multiple rows of the form

{ "dbName":  "SECURITY2.FDB",  "activeAtt" :  1,  "goneAtt" :  0}  !

{ "idAtt" :  0,  "pidAtt" :  0,  "doneTran":  0,  "activeTran" :  0,  "prepReq":  0,  "execReq":  0,
"activeReq" :  0}  "

{ "idAtt" :  13925,  "pidAtt" :  11188,  "doneTran":  1,  "activeTran" :  0,  "prepReq":  0,
"execReq":  0,  "activeReq" :  0}  "

Where lines of type (1) describe the database, and lines of type (2) describe connections to that
database.
After each line about a database (1), there is at least one line of type (2) with connections to that
specific database.

¥ idAtt !Ñ!connection_id, or 0 for summary information about completed connections;

¥ pidAtt !Ñ!ID of the server process handling this connection.

If an error occurs during request execution, either an exception is returned in the status vector or
as service data in the following format:

{ "errorMsg"  :  "Error text" }

For example

{ "errorMsg"  :  "Unknown query: 5" }

5.8.3. Examples of calling the lightweight monitoring service

fbsvcmgr service_mgr action_lwmonitoring lwm_query 1

fbsvcmgr host:service_mgr action_lwmonitoring lwm_query 4 dbname employee

5.8.4. Configuring the lightweight monitoring service

A parameter with the name of the lightweight monitoring plugin has been added to firebird.conf

MonitoringPlugin  =
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By default, the plugin is not configured and no monitoring is performed. The plugin name
implemented for HQBird is fblwmon, so to use lightweight monitoring, you need to specify it in
firebird.conf .

MonitoringPlugin  = fblwmon

The plugin itself is included in the HQBird build and is located in the plugins  directory.

You can also set plugin parameters in its own configuration. Currently, one parameter is supported:

¥ MemorySize!Ñ!the pluginÕs total memory size in bytes.

The plugin configuration is set in the standard way (see README.plugins.html), for example, directly
in plugins.conf :

Plugin  = fblwmon
{
Ê   Config  = lwmConfig
}

Config  = lwmConfig
{
Ê   # default 256KB
Ê   MemorySize = 1M
}

5.8.5. Limit on the number of simultaneous connections

A built-in limit on the number of simultaneous connections is implemented using the lightweight
monitoring service. The limit is based on the number of connections to a given database, but the
limit value itself is the same for all databases (HQ 2.5 does not have a per-database setting). The
limit values are set in firebird.conf  using two integer parameters:

WarnCountAttachments = 0
MaxCountAttachments = 0

The limit is checked at connection time and does not take into account the connection being
created. The check uses the count of active connections to the given database:

¥ If AttCount >= WarnCountAttachments and AttCount < MaxCountAttachments, the connection is
allowed, but a message similar to this is written to firebird.log :

Database XXX: number of attachments is above warning level (N >= W)

¥ If AttCount >= MaxCountAttachments, the connection is not allowed, and the client receives the
message:
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Statement failed, SQLSTATE = HY000
Number of attachments exceeds allowed maximum

and a message similar to this is written to firebird.log :

Database XXX: number of attachments is above maximum level (N >= M)

Connections to security.db , service connections, and connections with the isc_dpb_no_db_triggers
tag in the DPB are not checked.

If WarnCountAttachments = 0, no warnings are issued.

If MaxCountAttachments = 0, connections are not blocked.

For this restriction to work, you must install and configure the lightweight monitoring plugin (see
above).

5.9. Settings for Working with Monitoring Tables
When executing a query involving any monitoring table, a so-called system snapshot is taken. This
process interrupts all connections and flushes their counters and state to shared memory. Creating
a system snapshot isnÕt freeÑthe more connections and the more active they are, the longer it takes
to query the monitoring tables. In Firebird 5.0, monitoring has become even more expensive with
the introduction of the new MON$COMPILED_STATEMENT table, which essentially stores the contents of a
cache of copied queries from all connections.

If the number of connections to the database exceeds 500, queries to the monitoring tables can take
a considerable amount of time and place a significant load on the system. However, in most cases,
the query is not executed against all monitoring tables, and the cost is the same as if the query were
accessing all MON$ tables. HQbird 2024R2 introduced additional configuration options that allow you
to disable the populating of some MON$ tables, simplifying monitoring queries.

¥ FillMonCompiledStatements!Ñ!whether to fill data for the MON$COMPILED_STATEMENTS table. The
default value is true .

¥ FillMonStatements !Ñ!whether to fill data for the MON$STATEMENTS table. The default value is true .

¥ FillMonCallStack !Ñ!whether to fill data for the MON$CALL_STACK table. The default value is true .

These settings apply to each database individually, meaning you can set them in both firebird.conf
and databases.conf . They are only available when using Firebird 5.0.

5.10. CREATE TABLE É AS (SELECT É)
In HQbird 2024R2, when using Firebird 5.0.4, a new DDL statement CREATE TABLE É AS (SELECT É)
is available.

Allows to create table with structure derived from SELECT query and, optionally, fill it with data of
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that query.

Syntax

CREATE [GLOBAL TEMPORARY] TABLE <table_name>
Ê   [(column_name [, ...])]
AS (<select>)
[WITH [NO] DATA]
[ON COMMIT PRESERVE | DELETE ROWS]

Columns for new table are derived from <select>  query in the same way as for CREATE VIEW
statement. Column names could be set explicitly using list of names. The number of item in names
list and in <select>  list should be the same. Only data type and NOT NULL attribute is inherited by
new columns. Any kind of expression, calculated field, etc, in <select>  list will be represented as a
single persistent field. Identity attribute also ignored.

Optional WITH [NO] DATA clause specify if new table should be populated with data rows of <select>
query. Default is WITH NO DATA. Data load happens at the very end stage of transaction commit, after
all metadata-related work was done.

For GLOBAL TEMPORARY TABLE É ON COMMIT DELETE ROWS data is not loaded despite of WITH DATA clause.
<select>  query is not executed if no data should be loaded.

Example 1. Creates copy of table employee and fill it with data

CREATE TABLE emp2 AS ( SELECT *  FROM employee)  WITH DATA;

5.11. Materialized Views

!
The branch with materialized views functionality is currently in the final stages of
development and testing. This feature will be included in HQbird for Firebird 5.0
in a future update.

Materialized view  (MV) have properties of both persistent table and view. It is defined similar to a
view and its source query is used by the engine to populate underlying MV table with data rows. It
is not allowed to modify materialize view data using DML statements. The only way to update MV
content is to run new REFRESH statement (see below). Like a regular table, MV can have indices of
any kind. Unlike tables, it is not allowed to create constraints and triggers for MV.

5.11.1. Create, alter and drop MV

Syntax

CREATE [OR ALTER] MATERIALIZED VIEW <view_name> [(columns_names)]
Ê AS <query>
Ê [WITH [NO] DATA]
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ALTER MATERIALIZED VIEW <view_name> [(columns_names)]
Ê AS <query>
Ê [WITH [NO] DATA]

Creates new or modifies existing MV using specified query and optional list of column names.
Optional WITH DATA clause specify that MV should be filled with data immediately after creation
(altering). When WITH NO DATA specified, or when this clause is omitted, MV is not populated with
data and remains empty. ALTER also drops all existing indices of MV. If regular (i.e. not materialized)
view with the same name exists, error is raised.

RECREATE MATERIALIZED VIEW <view_name> [(columns_names)]
Ê AS <query>
Ê [WITH [NO] DATA]

Drops materialized  or regular  view, if it exists, and creates a new materialized  view.

There is no special command to delete MV, use regular DROP VIEW statement to do it.

5.11.2. Special commands

ALTER MATERIALIZED VIEW <view_name> [(columns_names)]
Ê AS <query>
Ê TO NOT MATERIALIZED

Special kind of ALTER statement that converts materialized  view into regular  view with the same
name. Dependent objects are not affected. All existing indices and data rows of former MV are
dropped.

ALTER  VIEW <view_name> [(columns_names)]
Ê AS <query>
Ê TO MATERIALIZED

Special kind of ALTER statement that converts regular  view into materialized  view with the same
name. Dependent objects are not affected.

5.11.3. Refreshing data of materialized views

To update the data of a materialized view, use the following statement.

REFRESH MATERIALIZED VIEW <view_name> [CONCURRENTLY | DROP DATA] [CASCADE]

Executes MV query and replaces MV data with query ResultSet. All MV indexes are updated
correspondingly. This is DDL command and actual execution is deferred until COMMIT of the current
transaction. There are few forms of this command:
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1. Full reload in exclusive mode

REFRESH MATERIALIZED VIEW <view_name>

deactivates all active indices, deletes all existing data, fill MV table with rows from MV query and
activates all indices that was deactivated before. This is the fastest way of refresh, if there was
many changes in tables of MV query. Note, this algorithm requires exclusive reservation of MV
table to ensure no other connection attempts to query MV while it is refreshed. This is used also by
CREATE [OR ALTER] and RECREATE statements for initial data load.

2. Update only changed rows in shared mode

REFRESH MATERIALIZED VIEW <view_name> CONCURRENTLY

This second form doesnÕt require exclusive reservation and allows concurrent connections to run
statements referencing MV while it is refreshed. In this case, engine creates two ordered cursors for
MV table data and for MV query ResultSet. Then merge algorithm is used to update changed rows,
insert new rows and delete rows that not exists anymore. All changes of MV rows are made under
transaction control therefore it provides safe and consistent concurrent access of the MV table.
Both cursors are ordered basing on columns list of unique index.

Unique index  must be built on the MV to allow this algorithm to work. Also, view query text stored
in RDB$VIEW_SOURCE column should not be nullified as it is used by the engine to create internal
merge statement.

This form of REFRESH statement should be preferred over first one when concurrent access is
required or when there was not much changes in the tables of the MV query since previous refresh.

3. Delete all data (exclusive mode)

REFRESH MATERIALIZED VIEW <view_name> DROP DATA

This statement deletes data from MV table and indices. It is useful when DBA needs to free space
occupied by MV data and indices. EX lock is required as in the first form of REFRESH statement.

4. Cascading refresh

Use optional clause CASCADE to refresh all materialized views that given MV depends on. The refresh
order ensures that each MV is handled after all MVs it depends on.

¥ Using CONCURRENTLY with CASCADE requires that all MVs to refresh must have unique index, else
error will be raised.

¥ Using DROP DATA with CASCADE will delete data of all affected MVs.

¥ The statement put warning with name of each MV that will be handled into status-vector. It
allows to know in advance (before commit) list and order of affected MVs.
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5.11.4. gbak support

gbak backup  requires no special support. Data of materialized view doesnÕt go into backup file -
same as for regular views.

gbak restore  refreshes all materialized views at the very end of restore process. MVÕs are refreshed
in correct order, taking into account their dependencies on each other (see cascading refresh).

There is new command-line switch to make gbak not refresh MVÕs : -NO_MATVIEWS. It could be
shortened up to 4 initial letters: -NO_M.

Corresponding option in Services API for isc_action_svc_restore  action is isc_spb_res_no_matviews.

Note, backup with materialized view(s) canÕt be restored with Firebird version that doesnÕt
supports MVÕs. To migrate onto such Firebird version, use ALTER MATERIALIZED VIEW É TO NOT
MATERIALIZED statement before backup. This might be improved later.
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Chapter 6. Monitoring

6.1. Monitoring with HQbird FBDataGuard

6.1.1. Overview

HQbird monitors all aspects of Firebird server and database functioning, and includes continuous
monitoring and detailed monitoring.

The continuous monitoring is performed by HQbird FBDataGuard. It is low-invasive, but very
effective monitoring which can help to find and resolve the majority of issues with databases
performance and stability.

FBDataGuard performs the following monitoring activities:

¥ Optional performance monitoring with TraceAPI and MON$

¥ Monitoring of transactions markers dynamics (Next, OAT, OIT, OST, active transactions)

¥ Monitoring of lock table activity (queues, deadlocks, mutexes)

¥ Monitoring of Firebird log (errors, warnings, messages)

¥ Number of connected users

¥ Free space monitoring for server, databases and their backups

¥ Health monitoring through analysis of database metadata and general availability of server and
databases

¥ Number and size of Firebird temporary files (sorting, etc)

¥ Indices monitoring: health and activity check

¥ General validation of Firebird database

¥ Backups statuses monitoring

¥ Replica availability monitoring

FBDataGuard can graphically represent information gathered during the monitoring, for example,
transactions and number of users:
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Figure 41. Transaction dynamics in FBDataGuard.

Figure 42. Number of users.

6.1.2. Automatic monitoring with FBDataGuard (Trace API and MON$)

In the version 2020, HQBird introduces the new approach for the automatic performance
monitoring with Firebird MON$ tables and TraceAPI.

Now it is possible to schedule the regular check of database performance in less than 1 minute.

For this just open tab Performance and setup monitoring for transactions and queries:

In order to setup Performance monitoring, specify its mandatory parameters in the dialog:
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The first mandatory parameter is Ò Enable performance monitoring Ó!Ñ!it must be enabled to run
traces by schedule.

The next important parameters are ÒStart trace session atÓ and ÒStop trace sessionÓ. They contain
CRON expressions which specify when tracing starts and stops.

By default, trace is set to start at 10-30 and to end at 11-00 . It is recommended to adopt tracing
schedule for your needs. Below you can see the table with some popular options.

CRON expression for Description

Start End

0 0 * ? * * 0 10 * ?* * Run trace every hour from 0 to 10 minutes

0 0 8 ? * * 0 0 17 ?* * Run trace every day from 8-00 to 17-00

0 30 10,13,15 ? * * 0 0 11,14,16 ? * * Run trace sessions every day from 10-30 to 11-00, 13-30 to
14-00 and from 15-30 to 16-00

The next important parameter is time threshold for the slow queries, it is set in the field ÒLog SQLs
with execution time more thanÓ. In this field you need to set time threshold (in milliseconds), after
exceeding it logs will be stored and analyzed.

By default, the time is set to 1000 milliseconds, or 1 second. It means, that only queries which take
more than 1 seconds, will be logged and analyzed.

We recommend keeping 1000 ms as a basic value, until your database is very slow: in this case
3000-5000 ms can be a good start.

ÒSend emailÓ check mark indicates if there necessity to send the performance report. The email
settings from Alerts configuration will be used to send performance report.

For more advanced settings, ÒPerformance MonitoringÓ dialog has additional parameters (normally,
you donÕt need to adjust them).
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¥ ÒConfiguration template Ó!Ñ!name of the configuration template file which should be used for
trace settings

¥ ÒDatabase filter Ó!Ñ!how the database should be identified. Usually ÒAUTOÓ is enough, it will
trace specified database. In case of ÒFILENAMEÓ or ÒALIASÓ it will use filename or alias to filter
database events. ÒMANUALÓ provides an ability to set any regular expression, to trace several
databases, for example, or more than one alias for the single database.

¥ ÒDatabase name filter Ó it is used in case of ÒMANUALÓ selection.

¥ ÒKeep recent reports Ó!Ñ!it specifies how many reports should be kept in the ÒOutput folderÓ
for possible retrospective usage.

As a result of this job, HQbird will generate the performance report, which will be stored in the
Output folder as a file with the extension html , and it will be sent by email (in case if ÒSend emailÓ
is enabled). Also the most recent performance is available for review and download in the HQBird
interface.
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6.1.3. What can we see in the performance report?

The HQbird FBDataGuard performance analysis provides 3 types of reports:

1. list of queries sorted by their time!Ñ!ÒSort by durationÓ;

2. list of queries sorted by its frequency!Ñ!ÒSort by frequencyÓ;

3. list of queries sorted by the total time (i.e., summary execution time for queries with the same
text and various parameters)!Ñ!ÒSort by summaryÓ.

In the beginning of the report you will see the graphical representation of most problematic SQL
queries:
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When you click ÒSort by durationÓ (it is a default option), you will see SQL queries and stored
procedures which took the longest time to execute first.

Normally there will be long-running reports and other big SQLs.

Chapter 6. Monitoring

203



When you click on ÒSort by frequencyÓ link in the header of the report, you will see most frequent
queries: i.e., those queries which started frequently (among logged queries).

For example, in this case the statement SP_GET_INVOICE_REPORT was run 46 times. It means that this
query heavily affects the overall performance, and it should be optimized first.

When you click on ÒSort by summaryÓ, you will see the queries which took the most part of the time
(among logged queries). These queries usually are the best candidates for the optimization.
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Detailed information for the problematic SQL queries

To see details of the most frequent query, click in the link ÒView detailsÓ in the bottom of the query
text:

As a result, you will see the longest query among the queries with the same SQL text, with its
execution plan, execution statistics and input parameters.

This information is enough to analyze and optimize SQL query in Firebird SQL Studio or other
developer IDE.

6.1.4. How to select a tool for detailed monitoring

FBDataGuard is the first line of a defense for Firebird database; once FBDataGuard encounters
something suspicious inside the monitored areas, it sends an alert with description of the issue.

"
Important!

If you have several Firebird servers, we offer HQbird Control Center application
which gathers alerts data from the Firebird servers and databases and shows them
at the single screen. Contact our for more details.

After receiving such alert from FBDataGuard the database administrator should proceed with
detailed investigation of the problem.

The choice of tool for detailed monitoring depends on the type of detected problem.

If FBDataGuard reports long-running active transaction (Next-OAT), it is necessary to use HQbird
Mon$Logger  to detect the source of currently running active transaction.

If stuck of oldest interesting transaction is reported, database administrator must plan an explicit
sweep to clean uncollected garbage with FBDataGuard sweep job (if it is necessary) and then plan
tracking of forced rollbacks with Performance Monitoring in FBDataGuard.

If users report slowness problem with some queries, it is necessary to configure Performance
Monitoring and use Advanced Performance Monitoring.
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The problems with general database performance and occasional or periodic slowness require an
analysis of database structure, which can be done only with HQbird Database Analyst.

Below we will consider how to work with HQbird monitoring tools in more details.
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6.2. Monitoring with MON$ tables: HQbird MonLogger
HQbird MonLogger is a tool to analyze monitoring tables output in Firebird and find problems with
slow SQL queries, wrongly designed transactions (long-running transactions, transactions with
incorrect isolation level, etc) and identify problematic applications.

MonLogger can connect to Firebird database with performance problems and identify what is the
reason of slowness: is it some user attachment, slow SQL query or long-running transaction?

MonLogger supports Firebird 2.1, 2.5, 3.0, 4.0 and 5.0!Ñ!for older Firebird versions or InterBase
please use FBScanner (it is not included in HQbird, should be purchased separately).

MonLogger can show you:

¥ Top attachments with highest number of IO operations, non-indexed and indexed reads

¥ Top SQL statements with highest number of IO operations, non-indexed and indexed reads

¥ Problematic transactions: long-running transactions, transactions with erroneous isolation
level, read/write transactions, and related information: when they started, what applications
started these transactions, from what IP address, etc

¥ Attachments and statements with the most intensive garbage collection actions

¥ Read/write ratio, INSERTS/UPDATE/DELETE ratio, and more.

After connection to the database where you want to find performance problems, several snapshots
of monitoring tables should be done!Ñ!click on ÒGet SnapshotÓ to take snapshot.

6.2.1. Aggregated performance statistics for users attachments

At the first screen we can see aggregated statistics for database connections, and identify
connections with the biggest problems:
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Sequential reads / Indexed reads

ÒSequential reads / Indexed readsÓ shows us total ratio between sequential (non-indexed) reads and
indexed reads in application. Usually number of non-indexed reads should be low, so big percent of
sequential reads is sign that many SQL queries have NATURAL execution plans, and they could be a
reason of slow response time.

Click on record in ÒTOP attachments: sequential/indexed readsÓ will bring you to tab
ÒAttachmentsÓ, where you can see more details about Attachment, and then jump to tab
ÒTransactionsÓ or ÒStatementsÓ, where you will see transactions and statements linked with
selected attachment (if checkmark ÒLink to selected attachmentÓ is on, otherwise all
transactions/statements for all attachments will be shown).

Write details

ÒWrite detailsÓ gives you an overview of write operations: ratio between
INSERTs/UPDATEs/DELETEs among all database attachments. In the table of top writers you can see
attachments with the biggest number of write operations. It is useful to identify applications or
software modules which performs excessive number of update or deletes (which are the most
dangerous operations in terms of garbage collections).
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Garbage collection details

What garbage collection operations mean?

¥ Purge!Ñ!engine removes back-versions, only primary version is in database.

¥ Expunge!Ñ!both primary version and all back-versions were deleted.

¥ Back-out!Ñ!remove only primary version (due to rollback).

Usually we can associate purge with UPDATE operation, Expunge with DELETE, and Backout with
rollback of INSERT or UPDATE. Many backouts could mean that there is a problem with transaction
management in the application.

Memory usage

ÒMemory usageÓ graph shows us total memory used by all active attachments now, and peak of
allocated memory for them in the past.

List of top attachments by memory usage shows us the biggest memory consumers among your
attachments. It is useful to find applications or software modules with excessive memory usage.

6.2.2. Aggregated performance statistics for statements

At the second tab you can find aggregated performance statistics for statements.

This statistics better reflects the momentary situation in the database!Ñ!since monitoring tables
collect information since the beginning of each object life, statements you can see here are those
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which were running during the moment when snapshot was taken.

Sequential reads / Indexed reads

In this list we can see top statements which perform many sequential reads from the database.
Usually such statements require SQL tuning!Ñ!either through indices tuning, or through SQL query
redesign.

To tune the query, check its execution plan: usually it is possible to improve query speed by
eliminating NATURAL in plans with new indices or query redesign. Click on the statement in this list
to open tab ÒStatementsÓ, where you can find more details about selected statement, and jump to
associated transaction or attachment.

Page reads/page writes

This graphs and list shows brief information about top statements which perform many reads!Ñ!it
means that they consume significant IO and can affect performance of other queries. SQL
statements with peak values should be carefully checked for optimal performance.

Write details for statements

At this graph you can see what writing SQL statements were doing at the moment when snapshot of
monitoring tables was taken, and identify UPDATES and DELETEs which made many changes in the
database.

Garbage collection details for statements

At this graph we can see how many garbage collection operations were done by statements running
at the moment of snapshot.

Memory usage for statements

Unlike aggregated memory usage statistics for attachment, statements' memory usage can show us
list of exact statements which consume a lot of memory at the moment.

6.2.3. Attachments

The third tab is ÒAttachmentsÓ. You can open this tab directly to jump there by clicking one of the
records at ÒAggregated performance statisticsÓ.
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ÒAttachmentsÓ shows the list of users connected to the Firebird database, with many useful details:
USER and ROLE of attachment, start time and ID of attachment, is there garbage collection enabled for
the attachment, name of remote process which established an attachment, and several
accumulated performance counters for the attachment: number of sequential reads (done by
attachment since its start), number of indexed reads, number of inserts, updates and deletes, as
well records backouts, purges and expunges.

By default, some of columns of attachment are switched off, to show only most important
information.

Of course, every time you click on attachment, you can jump to transactions running inside it, and
then to statements. There is a checkbox in the left upper corner of ÒTransactionsÓ and ÒStatementsÓ
tabs, which controls the behavior!Ñ!when checked, only transactions and statements marked by
selected attachment ID, will be shown.

6.2.4. Transactions

Tab ÒTransactionsÓ shows active transactions at the moment when snapshot was taken.
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If checkbox ÒLink to selected attachmentÓ is enabled, only transactions for selected attachment will
be shown, otherwise all transactions are shown.

One of the most important characteristics is a lifetime of transactions: since Firebird is designed to
work with short write transactions, it is important to keep them as short as possible. MonLogger
highlights transactions with isolation modes and read-write settings which hold Oldest Active
transaction and therefore provoke excessive record versions to be not cleared. If you see such
transaction and it started a while ago, it means that it can be responsible for excessive records
versions.

Sort on Òstarted atÓ column and look for old transactions, marked in red: all writeable transactions
and read only snapshots stuck Oldest Active Transaction and provoke excessive record versions to
be hold. Identify where these transactions started (right-click and select ÒView parent attachmentÓ)
and fix your code to commit this transaction earlier.

6.2.5. Statements
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Tab ÒStatementsÓ shows statements active at the moment of snapshot: if you need to catch all
statements, configure Performance Monitoring and use Advanced Performance Monitoring.

If ÒLink to selected attachmentÓ is enabled, only statements for specific attachment will be shown,
otherwise all active statements are in the list.

Some statements have no associated transaction id (=0): these queries are prepared, but not
executed.
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6.3. Advanced Monitor Viewer
Advanced Monitor Viewer allows graphical display of additional performance counters. They are
based on both trace data and data from monitoring tables, plus additional system utilities such as
wmic (Windows) are used.

To launch the ÒAdvanced Monitor ViewerÓ click on the corresponding item of the Start menu

IBSurgeon Ý HQbird Server Side 2024 Ý Advanced Monitor Viewer  or run the script
AVM/quick_start.cmd.

After successful launch, the page http://127.0.0.1:8083  will open in your default browser.

You will be prompted to log in:

The default login and password are the same as for DataGuard: "admin / strong password".

After successful authentication, a page will open with a panel on which various graphs are located,
displaying the system load at different points in time.

On the left side of the page, you will see two buttons: ÒPropertiesÓ and ÒDatabasesÓ. The first one
opens a context menu for selecting counters that will be displayed on the charts. The second, opens
the context menu in which you can select the database for which these counters are displayed. The
database must be registered for monitoring with DataGuard.
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At the top of the page, the name of the database, bookmarks with dates are displayed, as well as the
time interval for which the performance counters are displayed. You can change the viewing date
and select the desired interval.

The following counters can be displayed graphically:

6.3.1. Fetches, Reads, Writes, Marks

The graph displays the performance counters Fetches, Reads, Writes, Marks based on monitoring
tables. You can drill down to each time point by clicking on it or selecting "Data for time" from the
list.
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6.3.2. Users

The graph displays the number of active users and requests, as well as the ping time. You can drill
down to each time point by clicking on it or selecting "Data for time" from the list.

6.3.3. Traces

The graph displays the performance counters Fetches, Reads, Writes, Marks and statement execute
time based on data from trace logs. You can drill down to each time point by clicking on it or
selecting "Data for time" from the list.
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6.3.4. RAM and CPU Windows

The graph displays the consumed memory, as well as the processor load based on tracking by the
wmic utility.

6.3.5. RAM and LoadAvg Linux

The same as "RAM and CPU Windows", only in Linux.

6.3.6. Transactions

The graph displays the number of active transactions and the gap between the counters OST-OIT,
Next-OAT.
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